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Introduction

This guide provides information about the End User Interface features, functions, and reports presented
as tools to be used to solve your business management requirements. We’ve focused on some of the
most common tasks such as managing recorded calls, calls in progress, Users, and extensions. Where
possible we have included step-by-step procedures and/or examples of how to complete the functions
within the application.

The End User Interface allows the Group Administrator to create Users of the system. Users of the
system might be characterized as managers or supervisors of contact centers, members of law offices, or
financial institutions. Users are assigned numbers by which they are then able to manage calls in
progress and recorded calls. The Group Administrator is able to view and playback all calls made by any
of the Users that they create. And, if applicable, the Group Administrator is also able to archive recorded
calls and download the recorded call files of their Users, via FTP.

The End User Interface is made up of six, easy-to-navigate tabs that contain all of the functionality a
Group Administrator needs to manage a call center. There are up to seven additional links available in the
upper right hand corner of the application. Depending on the Application Features that you were given
access to by the Administrator, you may see less than seven. These links allow you to download plug ins
such as the Archive Tool, access Recent Alerts, and change your password.

The default landing tab is the Home or Dashboard Tab. This can be customized to best suit your needs.

To set your default landing tab, click on the tab that you wish to make the default. Click the N that appears
on the tab or next to the label. A confirmation message is displayed notifying you that your default tab has
been set. Click OK.

Logging On

In order to access the application, you must logon with a user name and password. The Group
Administrator’'s user name is assigned by the Administrator or Provider that created them in the
Administrative Interface. Passwords are auto-generated by the application and emailed directly to you.
Once you have access to the application, you have the ability to change your password using the Change
Password link. You are then able to select a password of your choice. Passwords are initially auto-
generated because Administrators and Providers are not allowed to know the passwords of the Group
Administrators that they create.

1. Open an Internet session. Supported
browsers and versions include the
following and should be HTML 5

compliant:
e |E
e Firefox

e Google Chrome

e Safari

The latest version and one version prior
are supported for each browser.

2. Enter the call recorder URL.

3. Enter your User Name and Password.

4. Click Logon.

1 March 2017 Proprietary & Confidential 7
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Note: A logo is optional and may or may
not be assigned to your particular
account. Logos are assigned by the
Administrator or Provider in the
Administrator Interface.
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Home Tab (Dashboard)

The Home tab or Dashboard, provides you with a real-time view of the system data including information
about the total number of calls in progress, active call handlers, calls, duration recorded, calls in the
recycle bin, free audio storage, free screen storage, etc. The Dashboard is divided into eight distinctive
panes that give you a pictorial and data overview of your company's current call usage: First Look, Calls
by Category, Frequent Callers, Calls by Location, Call Handler Summary, Active Call Handlers, Recent
Calls, and Activity & Heat Map. Where applicable, the panes can be viewed as data or as a graph.
Additionally, the panes can be reorganized or relocated by clicking on a pane, dragging it, and dropping it
in the desired location on the Dashboard. Each pane can also be collapsed by clicking on the arrow in
upper right corner of the applicable pane.

With the exception of First Look, Active Call Handlers, Recent Calls, and Activity & Heat Map charts, you
have the ability to view each pane as either a text or graphical display. Additionally, all panes have one
field you can click on to drill down into the details of that information or play a call recording. The default is
for the Dashboard to refresh every 30 seconds; however, you can reset the refresh value for each
element individually except for the First Look pane. Refresh can be temporarily stopped by clicking the

I (Pause) button.

Screen Recording Client | Desktop Notifier | Archive Tool | Recent Alerts | Quick Start | Change Password | Log Off

1) — r— g g— g—
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The First Look appears horizontally across the top of the Dashboard and displays a quick view of totals

for the following information:

e Calls in Progress — identifies the total number of calls in the system that are not terminated, by

Tenant and/or User.

e Active Call Handlers — displays the total number of extensions with an active call. Active Call
Handlers displays information by Tenant and then by User. Tenants and Users will only see

information based on extensions to which they have access.
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e Calls —identifies the total number of completed calls for the user that is currently logged in and
that have a recording associated with them. This value is accumulative over the lifetime of the
Tenant. However, the number will adjust accordingly when call files are deleted and/or routinely
swept from the application.

o Duration Recorded — identifies the sum of duration for recorded calls that have a recording
associated with them, by Tenant and User. This value is accumulative over the lifetime of the
Tenant.

e Calls in Recycle Bin — identifies the total number of calls that have a recording associated with
them and that are pending deletion. This value is accumulative over the lifetime of the Tenant.
However, the number will adjust accordingly when call files are deleted and/or routinely swept
from the application.

o Free Audio Storage — identifies the total amount of free audio storage, by Tenant only.
e Free Video Storage — identifies the total amount of free video storage, by Tenant only.

o Last Week’s Trend — provides a visual display of the call history for the previous week.

Calls by Category

The Calls by Category pane displays total calls by custom category. Categories are specific to the user.
The calls included in the totals are determined by the applied filter (for example: Last 30 Days, Last
Month, Year to Date, etc.). The Calls by Category pane can be displayed as text or a graph by selecting
Details or Graph from the drop down list. You can drill down into the specific recorded calls by clicking on
a specific category. Additionally, you are able to adjust the number of results to display by selecting the
applicable number from the Top Results drop down list.

Frequent Callers

The Frequent Callers pane displays the total number of calls by calling number for the most frequently
called numbers. The Frequent Callers chart displays inbound calls only. The number of frequent callers
displayed in the pane will be determined by the applied filter (for example: Last 30 Days, Last Month,
Year to Date, etc.). The Frequent Callers pane can be displayed as text or a graph by selecting Details or
Graph from the drop down list. You can drill down into the specific recorded calls by clicking on a specific
frequent caller. Additionally, you are able to adjust the number of results to display by selecting the
applicable number from the Top Results drop down list.

Calls by Location

The Calls by Location pane displays total calls by each location as determined by the NPA/NXX. The
calls included in the totals will be determined by the applied filter (for example: Last 30 Days, Last Month,
Year to Date, etc.). The Calls by Location pane can be displayed as text or as a pie chart by clicking on
the View Graph link. You can drill down into the specific recorded calls by clicking on a location under the
Location column. Additionally, you are able to adjust the number of results to display by selecting the
applicable number from the Top Results drop down list.

Call Handler Summary

The Call Handler Summary pane displays the maximum duration, average duration, and total number of
calls by call handler/number for the duration determined by the applied filter (for example: Last 30 Days,
Last Month, Year to Date, etc.). The Call Handler Summary pane can be displayed as text or as a pie
chart by clicking on the View Graph link. You can drill down into the specific recorded calls by clicking on
a call handler ID under the Call Handler ID column. Additionally, you are able to adjust the number of
results to display by selecting the applicable number from the Top Results drop down list.

Active Call Handlers

The Active Call Handlers pane displays the call handlers/numbers that are currently on calls and the
number of the other party. Users that have access are able to monitor an active call handler’s call in
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progress by clicking on the monitor button. Additionally, you are able to adjust the number of results to
display by selecting the applicable number from the Top Results drop down list.
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Recent Calls

The Recent Calls pane displays the most recent calls, incoming and outgoing, by call handler. The
number of recent calls displayed in the pane will be determined by the applied filter (for example: Last 30
Days, Last Month, Year to Date, etc.). The Recent Calls pane can be displayed as text or a graph by
selecting Details or Graph from the drop down list. You can play a recorded call by clicking on the
recorded call icon. Additionally, you are able to adjust the number of results to display by selecting the
applicable number from the Top Results drop down list.

Activity & Heat Map

The Activity & Heat Map displays the call activity for the top 10 numbers by hourly intervals over a 24 hour
period. The Activity & Heat Map can be filtered by Call Handlers, Calling Parties, or Called Parties.
Additionally, the call activity can be displayed as Number of Calls or Call Duration (in minutes). The
darker colored blocks represent the higher volume call activity while the lighter colored blocks represent
the lower volume call activity. Each individual color block is clickable and will take you directly to the
Recorded Calls tab where are you able to view the call activity, listen to the recording, add a comment,
etc.

Activity & Heat Map 7

Top Call Handlers ¥ | Number of Calls v

3172620010 317 317 317 317 3172620001 37 7 317 37 317

12 AM b

11PHM

10PM

09 PM

08 PM

07 PM

05 PM

m

04 PM

02PM

01PM

12PM

11 AM

10 AM
09 AM
08 AM

o7 AM

oo (I

1 March 2017 Proprietary & Confidential 12
For Internal Use Only



SmartRecord v4.8 — Group Administrator’s End User Interface User's Guide

This page is intentionally left blank

1 March 2017 Proprietary & Confidential
For Internal Use Only

13



SmartRecord v4.8 — Group Administrator’s End User Interface User's Guide

Recorded Calls

When logged in as the Group Administrator, the Recorded Calls screen displays all completed recorded
calls for all Users that have been created by you. In order to better manage this screen, all column
headers can be sorted by clicking on the applicable column header. Click once to sort the column in
ascending order and click one more time to sort the column in descending order. The following
information is displayed on the Recorded Calls screen:

e Number — the number or description associated with the call
e Day — the day of the week the call took place

e Date — the actual date the call took place

e Time —the time the call originated

e From Number — the originating number

e From Caller ID — displays the name or number of the person that originated the call, if caller ID is
available

e To Number — the terminating number

e To Caller ID — displays the name or number of the To Number, if caller ID is available

o Redirected From — displays the number of the person or group transferring the call

¢ Redirected To — displays the number to which the call was transferred

e Duration — the length of the call

¢ Recording — identifies whether or not there is a recording associated with the call.

e Video - identifies whether or not there is a video associated with the call

¢ Annotate — comments and markers on calls to indicate where in the call a notable event occurred

e CRM - allows the user to upload recorded calls to an interfaced CRM systems such as Sugar
and Salesforce.com through the standard API

e Email — allows the user to email a recorded call
e Comments —any comments associated with the call

e Category — allows the user to categorize calls into areas unique to their business (for example:
geographic region or customer satisfaction)

e Classification — allows the user to set access permissions on a call. Calls can be assigned a
classification, and cannot be accessed by users without explicit classification permissions.

¢ MD5 - identifies whether or not the call has been hashed using MD5 fingerprinting, thus ensuring
that the call has not been tampered with and satisfying regulatory requirements

e Archive - allows you to view the file path of a particular recorded call

e Evaluate — allows Group Administrators to select individual recorded calls and evaluate the call
handler's performance during the call

e Audio Mining — allows users to view the results of the audio mining pack search

When numbers are assigned to Users, the default setting is to record and retain all calls that are made
from or to those numbers. This setting can be changed to do not retain recording by the Group
Administrator. If the default setting has been preserved for a number and calls are being recorded and

retained, a (Recordings button) will appear under the Recording column indicating there is a
recorded call file for that particular call. To listen to the recorded call file, click on the Recordings button.
Your default media player will open and begin playing the recorded call file (MP3 file). Please be aware
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that the way in which media players load and play the recorded call files will vary. For instance,
QuickTime Player and Windows Media® Player will immediately launch the recorded call file (see
Appendix A for a list of supported features by media player). However, iTunes® will load the recorded call
file in the library and you will have to click play to begin listening to the file.

Note: Group Administrators will see recorded calls for all numbers assigned to Users they have created.

Annotations allow you to add comments and markers to specific parts of calls to indicate where in the call
a notable event might have occurred. For example: a contact center manager (or any other user) can find

a notable event in a call and mark it for future review with a comment. A & (Annotate button) indicates

there are currently no annotations associated with the corresponding recorded call file. However, a B
(Annotate button) indicates there are annotations associated with the recorded call file. To add an
annotation, click on the Annotate button. Select the Play button to begin playing the recorded call. Select
Pause when you come to the point in the call that you wish to add an annotation. Enter a subject marker
description and any notes to better identify the annotation and click Add Marker. You can also attach
external documents to an annotation by clicking Upload Document. You must repeat each step for each
annotation you wish to add to the call.

Note: Pausing or resuming a recording will automatically create an annotation for the call.

You have the option to upload recorded calls from the Recorded Calls tab to a CRM application. This
functionality allows you to connect the recording system with CRM applications such as Sugar or
Salesforce.com to upload recorded call files.

Note: You can only have one active connection to a CRM application at a time. If you want to log into
another CRM application, click CRM Client Settings, select the CRM application, and enter the
credentials.

To upload a recorded call to a CRM, select CRM Client Settings link. The CRM Client Settings link can be
accessed from the toolbar on the Recorded Calls tab or from the Archive to CRM dialog box. Select the
CRM application from the drop down list and enter or select the URL, username, and password to that
CRM application. Click Test Connection. A message is displayed notifying you if the connection was
successful or failed. If the connection was successful, click Save.

Select the & (CRM button) that corresponds to the call that you want to upload.

Note: The number of the recorded call must be a number that belongs to at least one contact in the CRM
application in order to perform the upload.

If the contact, account, or case you want to upload the call to does not appear, enter new criteria in the
CRM Search field and click Search. If multiple contacts, accounts, or cases are returned deselect the
ones you don’t need by clicking in the option boxes to remove the checkmark. Enter a subject and a note
about the recorded call file and click Archive to CRM.

Additionally, situations will occur where you need to send a specific recorded call to a person that may not
have access to the application or just for emphasis. In these instances, you have the ability to email the
recorded call to that recipient. To send a recorded call file via email, select the .— (Email button) that
corresponds to the call that you want to send. A new email page will open with the recorded call link
displayed in the text area. Select your recipients and send the email.

Note: There will not be an email option for any calls that have been deleted. You will still see the call
detail but there will not be a recording associated with it.

From the Recorded Calls screen you can also add comments to each of the recorded call files. A “#* (Add
Comment button) indicates there are currently no comments associated with the corresponding recorded

call file. A iy button indicates there are currently comments associated with the corresponding recorded
call file. To add comments to a recorded call file, click on the Add Comment button and enter the
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applicable text in the text field. Click Submit. This is the point at which the Add Comment button changes
to the iy button.
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The ability to create categories for calls is beneficial to call handlers and managers, allowing them to
categorize calls into areas unique to their business (for example: geographic region or customer
satisfaction). You are then able to filter calls or run reports based upon these call categories. Multiple
categories can be assigned to a recorded call. Click on the Category link and select the specific category
from the drop down list. Repeat this as necessary for each category you wish to apply to a recorded call.

Note: Categories are specific to the user. Therefore, the categories that you create and assign to your
recorded calls cannot be seen by other users.

MDS5 is a technique used to ensure that a file has not been altered in any way. When the call is recorded,
we take an MD5 hash of it, outputting a string of random characters. The point is that if MD5 fingerprinting
is applied to the same call at a later point, it will create the same string of characters, unless the call file
has changed. If a different string of characters that don’t match the original is created, you know the call
has been modified. The default is to hash all calls. Hovering your mouse over the MD5 icon for a specific
call will reveal the hash string. If you have the recorded call file downloaded or available in another
location, click on the MD5 icon to open the Verify Recording dialog box. Upload the recorded call file to
verify the file has not been tampered with.

Clicking on specific (Archive) button will display a list of ISO images that contain specific call
recordings. The ISO image will identify the user that archived the call, the date and time, and the file path
to where it was archived.

Evaluate allows Group Administrators to select individual recorded calls and rate the call handler's
performance during the call by responding to a predefined evaluation. Evaluations can be used for
training purposes, during review time, or as feed back for the call handler. To evaluate an call handler’s

performance, click on the HE button that corresponds to the recorded call you wish to rate. Select the
specific evaluation from the drop down list and respond to each question on the predetermined evaluation
from by entering or selecting the appropriate answers and comments. Verify you have answered all of the
questions from the Summary page and click Finish.

Once an audio mining pack has been added and released and a filter has been applied, you have the
ability to view the results of the filter and listen to the calls, if necessary. The application also rates the
returned calls in order of confidence, or how sure the application is that the word or phrase is contained in

the recording. To view the audio mining results, click the ® button that corresponds to the recorded call
for which you wish to view results.

Number, Employee, Redirection, Date/Time, Duration, Category, Audio Mining Pack, Evaluations, or
Other (or a combination of all four) filters located below the Recorded Calls, Recycle Bin, Calls in
Progress, Screen Recordings, and Messages navigation tabs can be applied to the screen to assist in
searching and displaying only the information pertinent to your current needs. Select the filter you wish to
apply by clicking on Filter and then selecting the Number, Employee, Redirection, Date/Time, Duration,
Category, Audio Mining Pack, Evaluations, or Other tab(s).

Enter or select the applicable information for each filter and click Apply Changes. To return to the default
information, click Reset All. Click Hide to close the Filter window.

Note: You do not have the option to filter by category under the Reports tab.

The Payment Card Industry Data Security Standard (PCI DSS) is a set of requirements designed to
ensure that all companies that process, store or transmit credit card information maintain a secure
environment. Therefore, when a customer is set to read their credit card number over the phone, the PCI
Compliance feature allows you to disable the call recorder briefly so that the credit card information is not
recorded. At the time they begin to read their credit card number, you can enter a series of numbers on
your touch pad to temporarily disable the recorder. Once they are done giving their credit card number
you will re-enable the call recorder by entering the same numbers.
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Example: Applying a filter

5. Click on the Filter toolbar to expand it.

6. Ifitisn’t already selected, select the By
Number tab.
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10. Click in the Call Handler Number
Search option box and enter the
following:

e Enter one or more digits to search for
an call handler number — enter 3 to
4 numbers from a number found

on the recorded calls tab.

11. Click Apply Changes to apply the filter
to the list of Recorded Calls.

12. Click Reset All to remove the filter from
the list of Recorded Calls.

13. Select the By Date/Time tab.
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14. Select Week to Date from the drop down ‘ : =
list.

15. Click Apply Changes to apply the filter
to the list of Recorded Calls.
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18. Click Apply Changes to apply the filter
to the list of Recorded Calls.

19. Enter the following information:
Start Time — 01:00:00 a.m.
End Time — 07:00:00 p.m.

20. Click M (Save Filter) button to save the
filter criteria.

21. Enter the filter name and click Save
Filter.
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22. Click Reset All to remove the filter from
the list of Recorded Calls.

23. Select “* (Apply Saved Filter).

24. Select Last Week Filter from the drop
down list and click Apply.

25. Click Reset All to remove the filter from
the list of Recorded Calls.
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26. Click Hide to close the filter toolbar.
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Example: Managing the Recorded Calls tab columns

27. Click the Recordings tab and select
Recorded Calls to ensure that you
are looking at the list of recorded
calls.

28. Select the Select Columns link at the
top or bottom of the Recorded Calls
page.

29. Select the following option boxes (this
action will either insert or remove a
check mark from the option box):

Annotate

To Caller ID
Category
From Caller ID

Email

30. Select the Update link.
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Example: Playing recorded audio

1. Click the Recordings tab and select
Recorded Calls to ensure that you
are looking at the list of recorded
calls.

2. Select a call and click on the EI
(Recording button) that corresponds
to that call.

The media player will appear and
begin playing the call.

e The skip buttons will skip

forward @ or backward @ 15
seconds.

e The stop button B will stop the
recording and return to the
beginning of the call.

e The pause button ¥ will pause
the recording.

e Toggling the volume button N
will mute and unmute the call;
the slider will adjust the volume.

3. Click Close button to return to the
Recorded Calls screen.
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Example: Playing recorded video

1. Click the Recordings tab and P
select Recorded Calls to ensure P
that you are looking at the list of
recorded calls.

i
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2. Select a call and click on the E
(video button) that corresponds to
that call.

The media player will appear and
begin playing the video.

7§ ot | Domriond | gt | Eopct (O Caiur) 7 Ay oty | Mo Ctapca | CON Gl St | S ol | ke G

e The skip buttons on the lower
left will skip the recording
forward @ or backward © 15
seconds.

e The stop button B will stop
the recording and return to
the beginning of the call.

e The pause button I will
pause the recording.

Toggling the volume button X will
mute and unmute the call; the slider
will adjust the volume.
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Example: Adding an annotation to a recorded call

1. Click the Recordings tab and
select Recorded Calls to ensure
that you are looking at the list of

recorded calls. - ‘ g +] ey | ey ot e

|
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L
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2. Select a call and click on the Iﬁ

(Annotate button) that
corresponds to that call.

3. Select the Play button to begin
playing the recorded call.

4. Select Pause when you come to
the point in the call that you wish
to annotate.

5. Enter the following information:
e Marker Description — Threat

e Notes — Customer made a
threat to customer service
representative

6. Click the Add Marker button.
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saeeedl

1 March 2017 Proprietary & Confidential
For Internal Use Only

27



SmartRecord v4.8 — Group Administrator’s End User Interface User's Guide

7. Select the Play button to begin
playing the recorded call.

8. Select Pause when you come to
the point in the call that you wish
to annotate.

9. Click the Browse button and
select a document.

10. Click the Upload Document
button.

11. Click the @ (Delete Marker) button

that corresponds to the uploaded
document.
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12. Click OK.
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13. Click the @ (Seek) button to jump

to the annotated spot in the call.
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16. Click the Download Annotation
link.

17. Select Open With and then OK.

18. Click the Xl in the right corner of
the AnnotatedCall.zip dialog box.

19. Click the Close link at the bottom
of the Annotation dialog box.
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Example: Uploading a recorded call to a CRM

Note: If your company does not interface with a CRM application, this use case will not apply.

1. Click the Recordings tab and select
Recorded Calls to ensure that you
are looking at the list of recorded -
Ca||S. ety Gt | M Cateprm | 9 1 [
N o
B & 6 = v
D@ A os =
@A os=
B@nco s
CH- R
B B E = v
B @ &6 = v
O B 8 &= +
B2 o == +
BEAcc s
B E oo f
= @ g = v
[ - I -
BEAcS
2. Click on the CRM Client Settings S e e e
link found at the top or bottom of the | g e
Recorded Calls tab. - = —
3. Select a CRM application from the e B
drop down list. TE e
D Eii::
Note: You can only have one active BEicl
connection to a CRM application at a BE7oac s =
time. If you want to log into another B8:o- ¢ oo
CRM application, click CRM Client E s as 1 om o
Settings, select the CRM application, BoE e b oma o
and enter the credentials. g E Toec 3 e o
B @ 5 ac= - PRSI
4. Enter or select the following
information: | p— T
e URL -the URL where the e (] e Y P————p————————
CRM application is located o E——
e User Name —your user name - ;
used to access the CRM :
application :
e Password — your password o L Ui, Uit -
used to access the CRM mCTeT :
application . R
5 B 8aec i
Note: Once you have performed
steps 3 & 4 the first time, you will
not be asked to enter the
information again.
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5. Click Test Connection.

6. Click Save to save your credentials. ———
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7. Select a call and click on the & —
(CRM) button that corresponds to R
that call. —_—

8. If applicable, enter new search
criteria in the CRM Search field. [ o
Select or deselect Contacts, CIEE P ‘

Accounts, or Cases depending on I e
what you want to upload this call to. | == oo on cTn
Click Search. P ——

9. If multiple contacts, accounts, or e e d
cases deselect the ones you don't e e -
need by clicking in the option boxes | == === o= = m o o0 o E E i s

to remove the checkmark. —

i

<]

i

|

i
HEBERIEE0EREOERORADE
B ey
i
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10. Enter the following information:
e Subject — Please Remove

e Note — Customer would like to
be removed from contacts

11. Select Archive to CRM.

12. Select the Close link to close the
CRM dialog box.
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Example: Emailing arecorded call

1. CI|Ck the ReCOI‘dIngS tab and e P P P ——— Mmf.m.mwm:.
select Recorded Calls to ensure o s | mmee | | e | omree | .
that you are looking at the list of r p— -
recorded Ca”S oz Poyem{ 20, = | B o [ e e 3t comperr = || vmty Commns | o oo 1 o £ i | St | R o

w00 o @B OB 8 = oo % rrerra— W
10 won [ @ B ®m o= r preps— w®
E Y wes [E @ OF O ® o 4 Prp— []
oG mow 0O B 7 =32 4+ Pp— []
0 @ - 0 B 7 =2 4+ PR "
aog 0 @ 7 = 2 o«
0 @ (O - B -
0 G oD 5 o= o +*
01 @ (G - B = o +
02 @ 0 @ F =9
an @ [ - B r
o0 0 B 7 =3 %
0 & [ - I
e B @ F %o o+
o @ ICh - | =) € = +
i @ O -] =) © o *
a0 @ o] . 7§ o a +
e 0 B 7 = 9 «
2 0@ o - & o 1 +
" 0 & B B 7 =3 +

2. Select a call and click on the =
(Email) button that corresponds to
that call.

3. Enter the email address(es) of the
person(s) to which you wish to send
the recorded call.

Besls P P 23 | e | Bl | Fapat | Eomet o Sl T Aol Extgary | Masage Eotagasio | COM ClestGotngs | Saek Coumn | S 14

4. Click Send.
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Example: Adding comments to a recorded call

1. Click the Recordings tab and S e e e e st
select Recorded Calls to ensure
that you are looking at the list of
recorded calls.
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(T

sasasen
12t 2

[ fe T e T e T T s e T T
:sam::::::mnm:::n:mmg

e I T ey Py Dooman) 7| b

2. Select a call and click on the “#* e
(Add Comment) button that L=l T T T
corresponds to that call. L —_—
3. Enter the following information: ) E—

e Comment — This call is to
be used for training. Please
ask the helpdesk personnel
to listen to the recorded
call.

Note: Comment text cannot be
greater than 1024 characters.

4. Click Save. Notice that the Add Fe——r
Comment button has changed to o [ g g oy g
a " button indicating that there T —————————
is a comment associated with this e
call. e

| - I

E @ 3 o= +*
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D B o o=c= &

ot B & 2 = ¥

b [ ] +

B B 7 &= &

B @ v o= &

C E B 7 8= %

st BB 7 o=- &

e O & 7 o= = +

e 8 v o= - &

= D B 3 = v

[ *

et [ - T -

B @ 7 = +

B M oz = *

0 oz o= v

Wed g/l sanay H @ 7 o= - r
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5. Position your mouse pointer over

the S button. Notice that part of
the comment is displayed as a
tooltip.

6. Click on the I button.

7. Review the comment, select it,
and enter the following:

e Comment — Customer very
agitated, call had to be
transferred to a manager.
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8. Click Save to save your changes.

9. Click on the I button.

10. Delete the comment from the
Comment field by selecting it and
clicking the Delete button on your
keyboard.
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11. Click Save to save your changes. e —

Notice that the I button has
changed back to the Add
Comment button.
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Example: Categorizing a recorded call

1. Click the Recordings tab and
select Recorded Calls to ensure P — T
that you are looking at the list of

[ e )|
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2. Select the Category link that
corresponds to the call that you
wish to categorize.

e (5] i o et T P
3. Select one category to apply to the
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4. Click Save.
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9.

10.

11.

Select the Manage Categories link.

Enter the following:

e Category Name — Maintenance

Select the drop down arrow to the
right of the Category Name field
and select the color purple.

Select the Add link.

Select the Close link to close the
Manage Categories dialog box.

Select the Category link that
corresponds to a call that is not
already categorized.

Select the Maintenance category
that we just added by clicking in the
corresponding option box
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Example: Adding a classification

1. Select the Organization tab and click —
Classifications. . _

memte e o [ T =

P | Prpr—

2. Click Add New Classification.
The Add Classification window appears.

3. Enter Management in the Classification
text box.
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4. Click Add Classification.
The Add Classification window closes, ‘
the classification is added to the list of S
classifications. —

1 March 2017 Proprietary & Confidential

For Internal Use Only

42



SmartRecord v4.8 — Group Administrator’s End User Interface User's Guide

Example: Assigning classification permissions

Stresn Recanding S | Dbl Moo | Aechivs Toc | Racunt Aot | Quich Start | Ehange Pessavord | Log O

1. Click the Organization tab. e
(0 T e e e p— - |

e
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2. Click Users. R = ‘;i
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1= o MgureBcagroup.com a
O e PorephEogORcIm  Manager T Growp o
O Mg Pa-repyGengroup.com a
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Click the User Name of the user
whose classification
permissions you would like to
add or remove.

The User Maintenance dialog
appears.

In the Classifications column,
select Management.

A checked box will grant a user
access to calls of that
classification. An unchecked
box will remove access
permission

Click Update User.
The User Maintenance dialog
closes.

1. Click the Organization tab.
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Example: Classifying a recorded call
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2. Click Classifications.

3. Click Add New Classification.

The Add Classification dialog
appears.

4. Enter Management in the
Classification text box.

5. Click Add Classification.
The Edit Classification dialog
closes, the classification
appears in the Classification
list.

Scruen Rcording et | Deii Wotiher | Archive Tou! | Racant Alrks | Quck S | Champe Paseward | Log O
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6. Click the Recordings Tab.

7. Click the Not Classified link in
the Classification column of
one of your recorded calls.
The Edit Classification
window appears.

8. Select Management from the
Classification drop down.

9. Click Save.

The Edit Classification
window closes.

The recorded call is now
classified as Management.
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Example: Evaluating a recorded call

1. Click the Recordings tab and select
Recorded Calls to ensure that you
are looking at the list of recorded
calls.

2. Select the Evaluate button that
corresponds to the call that you wish
to evaluate.

3. Select the applicable evaluation form
from the drop down list.

4. Select the Play button to listen to the
recorded call.
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5. Respond to each question on the
evaluation form by entering or
selecting the appropriate answers
and comments.

6. Click Next between each question
until you reach the Summary Page.

7. Review your work, verify all
guestions were answered, and click
Finish.

4 SansT

Grmeting, Scorm: 15 ot of 15 (10000 %1

L T

B s s = 3

Note: The Finish link will not be
available if any responses are
missing.
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Example: Viewing audio mining results

1. Click the Recordings tab and select
Recorded Calls to ensure that you
are looking at the list of recorded

calls.

2. Select the Audio Mining button that
corresponds to the call for which you
wish to view results.

3. Click the Seek button that
corresponds to a specific audio
mining pack to jump to the point
where the audio mining pack is
mentioned in the recorded call.
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4,

Filter the results by Confidence
Level by clicking on the Minimum
Match Confidence control and
sliding it down.

Return the Minimum Match
Confidence control back to its
original level by sliding it up until it
reaches 0.

If there are multiple audio mining
pack operations, select one by
clicking on it.
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If applicable, select a specific
language from the Language drop
down list.
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8. Click Close.
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Example: Deleting a recorded call

Note: The call record and the recording will appear on both the Recorded Calls and Recycle Bin tabs.
The call record and recording will not be deleted until they are deleted from the Recycle Bin. A copy of the
call record remains in the Recorded Calls tab but cannot be seen unless you have the Show Calls
Without Recordings filter turned on.

9.

10.

11.
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Click the Recordings tab and
select Recorded Calls to ensure
that you are looking at the list of
recorded calls.

Select the recorded call(s) you wish
to delete by clicking in the
corresponding option box to the left
of the Number column.

Select the Delete link at the top or
bottom of the Recorded Calls page.

Notice that a ™ (Calls in Recycle
Bin) icon appears next to the
deleted calls indicating that the calls
are now in the Recycle Bin.
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Example: Downloading a recorded call

1.

Click the Recordings tab and
select Recorded Calls to ensure
that you are looking at the list of
recorded calls.

Select the recorded calls you
wish to download by clicking in
the corresponding option box to
the left of the Number column (or
click in the option box to the left
of the Number column, in the
header, to select all recorded
calls).

Hover over the Download link at
the top or bottom of the
Recorded Calls page.

Select the media you wish to
download: audio, video, or both

Click the Download link.
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6. Normally you would choose to
extract the files and save them to
the location of your choice. For
the purposes of this example,
click the Xl in the right corner of
the RecordedCalls.zip dialog
box.
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Example: Exporting a recorded call

s End User Interface User’s Guide

1. Click the Recordings tab
and select Recorded =
Calls to ensure that you ’
are looking at the list of e
recorded calls.
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5. Click the Xl in the right e
corner of the e e e e e -
RecordedCalls.csv - - —
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Example: Verifying a recording

Note: To complete this use case, you must have a recorded call downloaded and available for
verification.

1. Click the Recordings tab and
select Recorded Calls to ensure
that you are looking at the list of
recorded calls.
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2. Select the recorded call you wish to
verify a recording for and click on
the corresponding =% button.
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3. Click Browse to locate the e | —— B
recorded call file. : z —
4. Click Open. S e

5. Click Verify Against Original
Recording. You will receive a
message notifying you whether or
not the uploaded recording is
identical to the original recording.
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6. Click Close.
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Example: Viewing an archived recorded call

Note: Archived calls cannot be viewed from the End User Interface. You are simply viewing the location
or path to which the calls were archived.

1. Click the Recordings tab and
select Recorded Calls to ensure
that you are looking at the list of
recorded calls.

3

CR= T

[ofolojalolclalclalalolajojolclolalolclck
LD T

LS A S O Y

LR e B 3

2. Select the recorded call you wish to =
view archiving for and click on the = e

. .
corresponding ¥ (Archive) button. | = s

The ISO Images dialog box opens
and displays the Username,
Date/Time stamp, and the location
of the archived call.

3. Select the Close link.
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Recycle Bin

The Recycle Bin is intended to be a sort of "checks and balance" system when deleting recorded call,
message, and screen recording files. When you delete a file, it is placed into the Recycle Bin. The files in
the Recycle Bin will remain there until you permanently delete them from the application. If you
accidentally deleted a file and it is still in the Recycle Bin you have to option to restore it to the applicable
tab. You also have the option to download any or all of the recorded call and message files in the Recycle
Bin in order to store them for later use.

There will be times that you accidentally delete a file, or have deleted a file that must be retained. In these
instances, you are able to recover a particular file(s) to the applicable tab as long as they have not been
deleted from the Recycle Bin. To recover files, select the tab that applies to the type of files you wish to
recover: Recorded Calls, Messages, or Screen Recordings. Select the specific file(s) you wish to recover
by clicking in the corresponding option box to the left of the Number column. Select the Recover Selected
Calls (Messages or Screen Recordings) link at the top or bottom of the Recycle Bin page to restore the
files to the applicable tab.

You do have the ability to download batches or multiple recorded call, message, or screen recording files
as a zipped file from the Recycle Bin tab. This is useful in instances where you need to send a batch of
files to another person or want to save them for future reference.

To download a file, select the tab that applies to the type of files you wish to recover: Recorded Calls,
Messages, or Screen Recordings. Select the specific files by clicking in the corresponding option box to
the left of the Number column. If you want to download all files, click in the option box found in the grey
header row on the first page of the recorded calls, messages, or screen recordings. Select the Download
link at the top or bottom of the Recycle Bin page and respond accordingly to the prompts.

When it comes to deleting files permanently from the Recycle Bin, you have two options: delete selected
files or empty the Recycle Bin in its entirety.

To delete specific files from the Recycle Bin, select the tab that applies to the type of files you wish to
recover: Recorded Calls, Messages, or Screen Recordings. Select the specific file(s) by clicking in the
corresponding option box to the left of the Number column. Select the Delete Selected link at the top or
bottom of the Recycle Bin page. The system displays a warning message asking if you would like to
permanently delete the selected file(s). This is your last warning before the file(s) is permanently
deleted.

Since all files with attachments count against your allocated storage limit, it is good practice to empty your
Recycle Bin from time-to-time. Before doing so, it would be reasonable to verify that all recorded calls,
messages, and screen recordings in the Recycle Bin can be permanently deleted. Once they have been
deleted from the Recycle Bin, they can no longer be recovered.

To empty the recycle bin in its entirety, select the Empty Recycle Bin link at the top or bottom of the
Recycle Bin page. The system displays a warning message asking if you would like to permanently delete
the files. This is your last warning.
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Example: Recovering recorded calls, messages, or screen recordings

1. Click the Recordings tab and
select Recycle Bin.

2. Select Messages.

Select the messages you wish to
recover by clicking in the
corresponding option box to the
left of the Number column.
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4. Select the Recover Selected
Messages link at the top or bottom
of the Recycle Bin page.

5. Click the Messages tab.

6. Select the recovered messages by
clicking in the corresponding
option box to the left of the
Number column.
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7. Select the Delete link at the top or

bottom of the Messages page.
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Example: Downloading a deleted recorded call or message

1. Click the Recordings tab and select
Recycle Bin.

2. Ifitis not already selected, click
Recorded Calls.

3. Select the recorded calls you wish to
download by clicking in the I | e e ey e
corresponding option box to the left —
of the Number column, or click in the z
option box to the left of the Number
column, in the header, to select all
recorded calls.

FEE

4. Select the Download link at the top
or bottom of the Recycle Bin page. =

==

.....
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5. Normally you would choose to extract
the files and save them to the (=
location of your choice. For the —
purposes of this example, click the
Xl in the right corner of the
RecordedCalls.zip dialog box.

CICETE
B
118
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Example: Deleting recorded calls, messages, or screen recordings — permanently

1. Click the Recordings tab and select

Recycle Bin.

2. Select Screen Recordings.

3. Select the screen recording(s) you
wish to delete by clicking in the

corresponding option box to the left of

the Number column.
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4, Select the Delete Selected link at the
top or bottom of the Recycle Bin page.

5. Click OK.

6. Select the Empty Recycle Bin link at
the top or bottom of the Recycle Bin

page.
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7. Click OK.
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Calls in Progress

The Calls in Progress screen displays all calls that are currently taking place. There are several functions
that can be performed from the Calls in Progress tab including screen and call recording on demand
pause/resume; monitor, whisper, or barge calls; save recordings; and add notes and categories. In order
to better manage Calls in Progress, all column headers can be sorted by clicking on the applicable
column header. Click once to sort the column in ascending order and click one more time to sort the
column in descending order. The following information is displayed on the Calls in Progress screen:

Number — displays the number or description associated with the call.
Day — displays the day of the week the call took place.

Date — displays the actual date the call took place.

Time — displays the time the call originated.

From Number — displays the originating number.

From Caller ID — identifies the name or number of the person that originated the call, if caller ID is
available.

To Number — displays the terminating number.
To Caller ID — identifies the name or number of the To Number, if caller ID is available.
External ID — allows users to associate an external call ID to a clip recording.

Recording Status — displays whether or not a specific call is being call and/or screen recorded. If
On Demand is identified as a trigger in an active Recording Policy, these buttons will also act as
the Pause/Resume triggers for both call and screen recording.

Monitor — if monitoring is available, a Monitor button is displayed for each call in progress.
Monitoring allows the user to listen in on a call undetected by the other call participants.

Whisper — if whisper is available, a Whisper button is displayed for each call in progress. Whisper
allows the user to listen in on a call and actively participate with the call handler (selected
number), but not to the other party on the call.

Barge — if barge is available, a Barge button is displayed for each call in progress. Barge allows
the user to actively participate in a call that is currently taking place and actively participate with
both parties of the call.

Save Recording — identifies whether or not the call is to be saved as a recorded call when it is
complete. If all calls are set to be saved, the option box will appear disabled. If calls are not set to
be saved, the option box will be enabled and the user can save a call on the fly by clicking in the
option box while the call is still in progress.

Screen Recording — identifies whether or not the screen recording functionality is available for this
particular call. If screen recording is available, a check mark will appear.

Comments — allows the user to add comments to associate with the call.

Category — allows the user to categorize calls into areas unique to their business (for example:
geographic region or customer satisfaction).

Note: Monitor, Whisper, Barge, Screen Recording, Comments, and Category are features identified in the
Administrative interface and allocated by Group and Subscriber. Some of these features may not be
available if they were not allocated to the Group and/or Subscriber. Additionally, Recording Status and
Screen Recording are features that are configured by Subscriber and may not be available or contain all
possible functionality.

Recording status identifies whether or not calls in progress are being call and/or screen recorded. An
Audio Recording button is displayed if the call in progress is being audio recorded. Similarly, a Screen
Recording button is displayed in the same column if the call in progress is being screen recorded.
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Additionally, if On Demand is identified as a Pause and/or Resume trigger in an active Recording Policy,
these buttons become interactive allowing the user to Pause and/or Resume the audio and/or screen
recording. To Pause and/or Resume recording, click on the applicable Audio and/or Screen Recording
button. When the recording is paused, the buttons will appear grey. When the recording is resumed or
active, the buttons will appear green.

Note: Pausing or resuming a recording will automatically create an annotation for the call.

The Monitor, Whisper, and Barge functionality is useful in situations where training is needed for a new
employee, behavior issues have occurred or need to be monitored, or legal reasons. The benefit of this
functionality is that, depending on which feature is being used, all or some of the participants are never
aware that you are on the line. To monitor, whisper, or barge a call, select the monitor, whisper, or barge
button that corresponds to the specific call and enter the work number from which you will monitor,
whisper, or barge the call. Click the Monitor, Whisper, or Barge link and the application will call the
number that you entered and place you into the call. When you are done, simply hang up.

Note: You must enter a valid number and cannot enter the To or From numbers. Additionally, the number
that you enter must be registered to your server. The application will attempt to call the number but if it is
not valid, it will essentially time out.

By default, all calls to and from a number are recorded and saved. The Group Administrator does have
the option to override this default in the Number Information screen by applying the Do Not Record
feature. If you look at the Calls in Progress screen, you can identify which calls are recorded and saved
on a regular basis and which ones aren’t. For the calls that aren’t set up to be saved, you can, on a one-
time-basis, save them on the fly by clicking in the Save Recording option box while the call is in progress.

When numbers are assigned to Users, the default setting is to record all screen activity that is made from
or to those numbers. This setting can be changed to do not record by the Group Administrator. If the
default setting has been preserved for a number, a green checkmark will appear under the Screen
Recording column on the Calls in Progress screen.

From the Calls in Progress screen you can also add comments to each of the calls. A " (Add Comment
button) indicates there are currently no comments associated with the corresponding calls in progress call

file. A S button indicates there are currently comments associated with the corresponding call file. To
add comments to a call file, click on the Add Comment button and enter the applicable text in the text
field. Click Submit to save your changes. This is the point at which the Add Comment button changes to

the ey button.

The ability to create categories for calls is beneficial to call handlers and managers because it allows
them to categorize calls into areas unique to their business (for example: geographic region or customer
satisfaction). You are then able to filter calls or run reports based upon these call categories. Click on the
Category link and select the specific category from the drop down list.
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Example: Adding an external ID to a call in progress

1_ CI|Ck the ReCOI‘dIngS tab and Select Screen Reoording Client | Decktop Notiber | Archive Tool | Recent Alerts | Quick Start | Change Password | Log OFF

Calls in Progress to ensure that you
are looking at the list of calls in [ st [ s | i | gt |
progress. 1

1 Calls in Progress and 0 Audio file(s) maving

From  FromCallr ToCallr Etemal  Reconding Sre Soreen

Mumber DayDate  Tme  hom o ToMumber 17 o "5 Wonitor Whisper A N
SEE Lo B o szt F (8
iy W e 14025551020 r 96 6 @ v r o

P

(GT-05:00] Eastern Tome (U5 & Canads} &

2. Select a call and click on the “#* (Add rmmm—

External ID) button that corresponds - L 7
to that call. ?

Call External D
Mumber Day Date  Tin Number: 555 1020

5t Day:Wed

Date: 12/1/2013

Time: 4:19:03 PM

SE
ing  WedldLan gy

From Number: 13175551001
To Number: 14025551020
Duration: 00:00:00
External Call ID

Extemal Cll 1D canot e move then 2 cheracters (32)

Save

Archive Too! | Recent Alests | Quick Start | Change Passward | Log 0fF

P

(GMT-05:00) Eastern Time (US & Canada) &

g Commemts  Category

* Do

3. Enter the following information: PR —

e External Call ID — 1234 P reme ) e | e | s | S | romen |
]

Note: External Call IDs cannot be
greater than 32 characters.

Gall External ID

Number Day Date  Tin Number: 555 1020

R =
Date: 12/11/2013
Time: 4:19:03 PM
From Number: 13175551001
‘o Number: 14025551020

Dusation:

Extemal Call ID

Exmal Cal 1D canot b mars fhan 32 characiars (28]

Archive Tos! | Recent Alerts | Quick Start | Change Password | Log OFf

ya)

[GMT-05:00) Eastern Time (US & Canada) &

Comments  Category

L[
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4_ CI]Ck Save Screen Recording Client | Desktop Notifier | Archive Toal | Recent Alerts | Quick Start | Change Password | Log OFf
(GHT-05:00) Essten Time (U & Canads) &)
[ e JRRR o | s | ot [ oo | —
1Callsin Progress and 0 Audio fles) moving
Nember Day Date Time From Number From Caller ID To Number To Caller ID External ID ‘Commests Category
¥, 555 1020 Wed 12/11/2013 2:00:42 PM 13175551001 14025551020 J . . F +* [N Category)
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Example: Monitoring, Whispering, or Barging a call

Note: Depending on your service provider's implementation, monitoring will appear 1 of 2 ways. Both

examples have been demonstrated below.

1. Click the Recordings tab and select
Calls in Progress to ensure that you
are looking at the list of calls in
progress.

2. Select a call and click on the (&)
(Monitor Live Conversation button)
that corresponds to that call.

1 March 2017

Number Day Date

555
#1020

wed 12112013 $10L2

Time

Screen Recording Client | Desktop Notifier | Archive Tool | Recent Alerts | Quick Start | Change Password | Log OFF

P

(GT-15:00) Eastem Time (U & Canads) &

From

Number

1 Callsin Progress and 0 Audio file{s) moving

From Caller ToCallr  Extemal  Recording

N Save Screen

= To Mumber 11 = soms | Monitor Whisper ng  Recordmg  CTTESS  Catmory
. 8 0 F L]
- *r @0 0 @ A -

Sereen Recording Clien | Deskeop ot | Archive Tool | Recent Alert | Quick Start | Change Password | Log OFF

P

(GMT-05:00) Esstern Time (US & Canada) &

e Y] 1 | ! #
[ ™ | Welcome, scaletenant
1 Callsin Progress and 0 Audio file(s) moving
From From Caller ToCaller Exemal  Recording _ e
Mumber DayDate  Te o ToMumber 10 e Mositor Whisper s Roowdng s Calngory
O 1. SO 8 & - (N
T — r 80 0 @ o E
Moritcring number:
monitor | Cancel
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3. Enter your desk or mobile number.

4. Click Monitor.

The application will call your desk or
mobile phone to begin monitoring the
call.

5. Selecta call and click on the &
(Whisper Live Conversation button)
that corresponds to that call.

i

ToColler  Extemal  Recording . . Save Screen

To Mumber 11 = o WonitorWhisper ng  Recordmg  CmUESS  Catmory
seassziny F e
sz r 90 0 @ v P ey

Screen Recarding Client | Decktop Nodifier | Archive Tool | Recent Alerts | Quick Start | Change Password | Log OFF

P

(GT-05:00] Eastern Tome (U5 & Canads} &

1 Calls in Progress and 0 Audio file(s) maving

Mortoring rumber: 3

i

ToCaller  External Recording _ Save Screen
ToNumber 1o = o Moritor Whisper g Roowrdmg =" Catagory
— r @0 0 @ - v

Screan Racording Clien | Daskeop ot | Archive Tool | Recent Alerts | Quick Star | Change Password | Log OFF

P

(GMT-05:00) Eastern Time (US & Canada) &/

1 Calls in Pragress and 0 Audio file(s) moving

i

Note: The number that was last
entered in the Monitor, Whisper, or
Barge call dialog box will
automatically appear until a new
number is entered or you log out of
the application.

To Mumber 1

ing
ossEI00 r @ 0 0 - v .

Screen Recording Client | Desktop Notifier | Archive Tool | Recent Alerts | Quick Start | Change Passward | Log OFf

P

(GT-05:00] Eastern Time (U5 & Canads} &

1 Calls in Pragress and 0 Audio file(s) moving

To Caller m::.-l Rnrdl;l; e

Whispering number: | 3172624666

whisper | Cancel

Proprietary & Confidential
For Internal Use Only

74



SmartRecord v4.8 — Group Administrator’s End User Interface User's Guide

6. Click Whisper.

The application will call your desk or
mobile phone to begin monitoring the
call.

From

Mumber Day Dt Tme  n

55
1020

Wt s

001

From Caller
»

i

1 Calls in Progress and 0 Audio file(s) maving

ToColler  Extemal  Recording . . Save Screen

To Mumber 11 = o WonitorWhisper ng  Recordmg  CmUESS  Catmory
AEEEE10 F it
sz r 90 0 @ v * Gewn

Screen Recarding Client | Decktop Nodifier | Archive Tool | Recent Alerts | Quick Start | Change Password | Log OFF

P

(GT-05:00] Eastern Tome (U5 & Canads} &
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Example: Monitoring a call (alternative call recorder method)

1. Click the Recordings tab and select SRy | g v Tl | et s | ek g O
Calls in Progress to ensure that you (,,,m;;;_mm,i
are looking at the list of calls in [ ove | i

S e r— ... N
progress Recordad Callk  Recyclein  CallsInProgress  Screen Recodings  Audio Minimg  Messages
1 Calls in Progress and 0 Audio file(s) moving
Mumber Day Date  Time F'“:m :“’ To Mumber :& B‘;“ ':_? Haitor Whisper n::’ :;:’ Commests  Category
i wensyug ™ oo 14425551020 + (1] (L") F r r !im.l
2. Se|ect a Ca" and Cllck on the O s«m-nmm»gchemnmnnﬁfwlmwmallmumIQukhs:;:tfmurmwlm:
(Monitor Live Conversation button)

(GMT-05:00) Eastem Time [usnunaﬁ)@
that corresponds to that call. [ JO e | oo | ot | oromc | — |

Recorded Calls  Recycle Bin

Calls InProgress  Screen Recordings  AudioMining  Messages

1 Calls in Pragress and 0 Audio file(s) moving
From

From Caller ToCallr  Extemal  Recording
Mumber DayDate  Tme  on To Number

s o i WoniorWhisper | 572 S Commes ooy
i wensnh ™ oo 12551020 i .. 1] .ﬂ F v +* @S
Do you s
g N SRR 1
L Type: M3U Audia Playist, 195 byies
From: in-Zka-hmpstore.

O | s [ ]

¥ Aways ask before opering tistype offie

herm your compute. I you do not nustthe source. do nat pen of
save fis fle. Wnat s he isk?

3. Click Open.

Screen Recarding Client | Deskeop Notiber | Archive Tool | Recent lers | Quick Start | Change Password | Log OFF

Search. 2
(GHT-05:00] Easten Time. [uslumﬁ)%

- _
s JOR] o | s | et | eyt | S " |

1 Calls in Pragress and 0 Audio file(s) moving

From From Caller ToCallr Extemal  Recording | Save Screen

Mumber DayDate  Teme oM ToNumber 1o = Monitor Whisper Commests  Category
555 410:12

- - ™
L5 et s sazsssi0 + 8@ 0 O - L~
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Example: Pausing and/or resuming audio and screen recording

1. Click the Recordings tab and select
Calls in Progress to ensure that you
are looking at the list of calls in
progress.

2. To Pause recording, select both the
Audio and Screen Recording buttons
by clicking on them.

3. To Resume recording, select both the
Audio and Screen Recording buttons
by clicking on them.

Recorded Calls  Recycla Bin

.
(£ e o ey preey

CallsInProgress  Scresn Racordings  Audio Mining  Messages

‘Screen Recording Clint | Decktop Notifier | Archive Tool | Recent Alers | Quick Start | Change Passaword | Log OFF

Search. P

(GMT-05:00) Eastem Time (U5 & Canada) @

——

1 Calls in Progress and 0 Audio file(s) moving

Recorded Calls  Recycle Bin

Fram From Caller ToCaller Extermal  Reconding | S Screen
Wumber DayDate  Tme oM™ To Number o Haitor Whisper Commests  Category
¥ 555 ry1rapy3 H10E2 F jLS
oz WediZLyzota gy 13175551001 14025551020 L .. O . F ¥ L 2
‘Screen Recarding Client | Deskuop Notifier | Archive Tool | Recent Alents | Quick Start | Change Password | Log OFF
Search.. P
(GMT-05:00) Eastern Time (U5 & Canads) &
Y p— —
e TSR o | e | e | e

— |

From From Caller
Mumber DayDate  Tme  on To Number

555 raaiaags FIO2
i Wedl2y/z0ta gy 13175551001

CallsInProgress  ScreenRecordings  AudioMining  Messages

1 Calls in Pragress and 0 Audio file(s) moving

Categary
14028553020 + ‘O [ F v & &ml

ToCiler  Extemal  Reconding — — T—
™ ™ e e e T e

Recorded Calls  Recycle Bin

Fram From Caller ToCaller Extemal  Reconding | S Screen
Mumber Day Date  Time - 2 To Number o Honitor Whisper Comments
55 RS

Vi Wedlzaong e 1425851020

CallsInProgress  ScreenRecordings  AudioMining  Messages

1 Calls in Pragress and 0 Audio file(s) moving

‘Screen Recarding Client | Desktop Notifier | Archive Tool | Recent Alerts | Quick Start | Change Password | Log OFF

(GMT-05:00) Eastern Time (U5 & Canads) &

——

Category
ree 0@ - v/ v g
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Example: Recording a call in progress

1. Click the Recordings tab and select
Calls in Progress to ensure that you
are looking at the list of calls in
progress.

2. Click in the option box of a call that
does not have Save Recording
selected (a checkmark in the option
box).

Note: Clicking in the Save Recording
option box will only record this call. It
will not record all calls going forward

for this number.
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Screen Recarding Client | Decktop Nodifier | Archive Tool | Recent Alerts | Quick Start | Change Password | Log OFF

P

(GT-05:00] Eastern Tome (U5 & Canads} &

1 Calls in Progress and 0 Audio file(s) moving
From From Caller ToColler  Extemal  Recording . . Save Screen
Mumber Day Date  Tme oM To Mumber 11 = soms | Monitor Whisper ng  Recordmg  CmUESS  Catmory

Vi W s 14025551020 r 8 6 @ - v r .

Screen Recording Client | Desktop Notifier | Archive Tool | Recent Alerts | Quick Start | Change Password | Log OFF

P

(GT-05:00] Eastern Time (U5 & Canads} &

= [ sepots | sers | cvstens | organaten | W ? |

1 Calls in Pragress and 0 Audio file(s) moving

From FromCaler L, ToCiler  Extemal  Racording

Monitor Whi e S
Nomber 1D ™ m Stams  NontorWhEPEr g rding  Recording

r @0 0 & =~ 4 r

Number Day Date  Time Commests  Categery

wed /st g

555 L)
#1020 Cateqory
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Example: Adding comments to a call in progress

1. Click the Recordings tab and select
Calls in Progress to ensure that you
are looking at the list of calls in
progress.

2. Select a call and click on the “#* (Add
Comment) button that corresponds to
that call.

3. Enter the following information:

e Comment — Customer is very
upset about charge on their
account.

Screen Recarding Client | Decktop Nodifier | Archive Tool | Recent Alerts | Quick Start | Change Password | Log OFF

i

1 Calls in Progress and 0 Audio file(s) maving

N From Caller Estemal  Recordi

iy W e 14425551020 r

To Caller ing M— =
= 5 To Mumber 1 o s Moo Wizper S

®e 6 @ - v r

P

(GT-05:00] Eastern Tome (U5 & Canads} &

Screen
Roodng  Comments

Categary
i
Cateaony

P ———
[ ommeien |
i

Call Comments
Nember Day Dtz Tin Number: 555 1020
AT Day: Wed
Dates 12/11/2013
Time: 4:14:37 P
From Number: 13175551001
To Number: 14025551020

Duration: 00:00:00

Archive Too! | Receat Alests | Quick Start | Change Passward | Log Off

P

(GMT-85:00) Eastern Time (U5 & Canada) &

Comment Text

Mot Comment fext cannt be ore than 1023 characters (1624)

Note: Comment text cannot be
greater than 1024 characters.
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aof Screen Recording Clest | Desktop Wotsfer | Archive Tool | Recent Alets | Quick Start | Change Passwond | Log OF

£ = e e ey
]

Call Comments
Nember Day Date  Tin Number: 555 1020
P Day:Wed
wed 12/11/2013 55
Date: 12/11/2013
Time: 4:14:37 PM
From Number:
To Number:

Duration:

p:)

(GMT-05:00) Eastern Time (US & Cansds) &

Comments  Category
e
* 2o

Comment Texticus: very upsat sbout charge on their account

Nots: Gomment fect canat be e e 1024 charact=rs (371)

Save
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4_ C||Ck Save_ Screen Recoring Cient | Deskiop Notifie | Arcive Tou! | Resent Alerts | Quick Stast | Change Password | Log Off
2
(ﬁlhﬁrﬂj[mmr—e{lﬁa&nﬁ]e
3 rara e p— "
Recorded Calk  RecydeBin  CallsInProgress  Screen Recordings  AudioMining  Messages
1Calls in Progress and 0 Audio file(<) moving
Womber Doy stz Tme  peny 1":“’ rnl-hl';“’ E';"' ";’:’ Woritorizper S ST Gnne oo
LA — Jp— +r @ 08 - ) m
1 March 2017 Proprietary & Confidential 80

For Internal Use Only



SmartRecord v4.8 — Group Administrator’s End User Interface User's Guide

Example: Categorizing a call in progress

5. Click the Recordings tab and select
Calls in Progress to ensure that you

are looking at the list of calls in
progress.

6. Select the Category link that

corresponds to the call you wish to

categorize.

7. Select a category from the drop down

list.
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Screen Recording Client | Deskop Notiier | Archive Tool | Recent Alerts | Quick Start | Change Password | Log OFF
Search... P
(6MT-05:00) Exstem Teme (v 8 canada) &
p——— |
1 Calls in Progress and 0 Audio file(s) moving
Fom  From Caller ToGller  Extamal  Reconing | Swve Scren
Number Day Date  Time b ToNamber 17 o Wonitor Whisper Commests Categery
i wensyug ™ oo 14028553020 + .. (L") F v + @;
Screen Reconding Cient | Desktop Notier | Archive Tool | Recent Aberts | Quick Start | Change Passwond | Log OFF
Search... P
(GHT-05:00) Exstem Time (05 8 Canad) @)
e TR T e T T "
Fom  fromCallr ToGller Extermal  Reconding s Screen
Number DayDste Time o Toumber 1 o MoritarWhisper Comments Category
Wiy Weesit T s 1402551020 + ® 00 -  [hoGpn)

", 555 1020 Wed 13/11/2013 4:15:03 PM 13175551001

Momber Doy Date  Teme  From Number From Caller 0 To Number To Caller ID

‘Screen Recording Clent | Desktop Notier | Archive Tool | Rsceat Alerts | Quick Star | Change Passweond | Log OFF
Search... P

(GHT-05:00) Exster Time [US & Canada) &

s i [

1 Calls in Progress and 0 Audio file(s) moving

16025551020 +* [ ] (L] F & [ Eeeee
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Screen Recordings

Screen recording captures the call handler's desktop and records the actions taken by them in order to
satisfy their customer call. This is useful for future training, review by the manager, or documentation
purposes. In order to better manage this screen, column headers that appear in bold lettering can be
sorted by clicking on the applicable column header. Click once to sort the column in ascending order and
click one more time to sort the column in descending order. You can also determine how many screen
recordings to display on the page by selecting a new value from the Results Per Page drop down list. The
following information is displayed on the Screen Recording screen:

e Employee Name — the name of the employee or call handler whose screen was recorded
e Day — the day of the week the call took place

e Date — the actual date the call took place

e Time —the time the call originated

e Duration — the length of the call

¢ Related Calls — identifies whether or not there is a recording associated with the call and allows
you to play the associated recording

o Recording — allows the user to play the actual screen recording
e Export Video — allows the user to export the screen recording as a video

e Download — allows the user to download individual screen recordings as a zipped files but without
the audio file

o MD?5 - identifies whether or not the screen recording has been hashed using MD5 fingerprinting,
thus ensuring that the screen recording has not been tampered with and satisfying regulatory
requirements

e Archive - allows you to view the file path of a particular screen recording

Related calls display any recorded calls that correspond to a screen recording. The dialog quickly
identifies the day, date, and time; from number; from caller ID; to number, the duration of the call; and the
recording. To view and play related calls select the & (Related Calls) button that corresponds to the
recording for which you wish to view and/or play a recorded call. When the Related Calls dialog is

displayed, click on the EI (Recording) button to listen to the related call. Your default media player will
open and begin playing the recorded call file (MP3 file).

Note: The way in which media players load and play the recorded call files will vary. For instance,
QuickTime Player and Windows Media® Player will immediately launch the recorded call file. However,
iTunes® will load the recorded call file in the library and you will have to click play to begin listening to the
file.

When numbers are assigned to Users, the default setting is to record all screen activity that is made from
or to those numbers. This setting can be changed to do not record by the Group Administrator. If the
default setting has been preserved for a number, a green checkmark will appear under the Screen
Recording column on the Calls in Progress screen. Once a screen recording is complete, a Recording
button will appear under the Recording column on the Screen Recording screen indicating there is a
screen recording file for that particular call.

Note: Group Administrators will see screen recordings for all extensions assigned to Users that they have
created.

To play a screen recording, click the } (Screen Recording) button that corresponds to the recording that
you want to play. Click the Play button to begin playing the recording.
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Note: If you do not have the required Java plug in installed, a dialog window will appear first and prompt
you to install the plug in.

Another useful function included in this application is the ability to export screen recordings into a CSV
file. You can export one, multiple, or all screen recordings. There are two types of exports in screen
recording:

e Export - exports the details of the screen recording to a .csv file. This method is accessed by
using the Export link at the top of the Recordings screen.

e Export Video - zips and exports the video as an .mp3 file. This method is accessed by using the
individual Export Video links that correspond to specific screen recordings.

Exporting a screen recording as an .mp3 file is as simple as clicking the * (Export Video) button that
corresponds to the recording you wish to export. The expected result will either be a QuickTime view of
the screen recording or a message notifying you that you will receive and email once the file has finished
exporting.

To export a screen recording as a .csv file or to export all screen recordings, select the specific recordings
by clicking in the corresponding option boxes or click in the upper most option box on the first page of the

screen recordings. Select the Export link at the top of the Screen Recording page to download the screen

recording details as a .csv file.

In addition to exporting and archiving, you also have the ability to download individual screen recordings
as a zipped file from the Screen Recording and Recycle Bin tabs. Screen recordings are downloaded as
.srf files without audio. To download a screen recording select the Download button that corresponds to
the recording you wish to download.

MD5 is a technique used to ensure that a file has not been altered in any way. When the screen is
recorded, we take an MD5 hash of it, outputting a string of random characters. The point is that if MD5
fingerprinting is applied to the same recording at a later point, it will create the same string of characters,
unless the file has changed. If a different string of characters that don’t match the original is created, you
know the recording has been modified. The default is to hash all screen recordings. Hovering your mouse
over the MD?5 icon for a specific call will reveal the hash string. If you have the screen recording file
downloaded or available in another location, click on the MD5 icon to open the Verify Recording dialog
box. Upload the file to verify the file has not been tampered with.

Clicking on specific (Archive) button will display a list of ISO images that contain specific screen
recordings. The ISO image will identify the user that archived the recording, the date and time, and the
file path to where it was archived.

The Recycle Bin is intended to be a sort of "checks and balance" system when deleting screen
recordings. When you delete a screen recording, it is placed into the Recycle Bin. The screen recordings
remain in there until you permanently delete them from the application. If you accidentally delete a screen
recording and it is still in the Recycle Bin you have to option to restore it to the Screen Recording tab. You
also have the option to download any or all of the recordings in the Recycle Bin in order to store them for
later use.

There will be times that you accidentally delete a screen recording, or have deleted a screen recording
that actually must remain in the Screen Recordings tab. In these instances, you are able to recover a
particular recording or recordings to the Screen Recordings tab as long as they have not been deleted
from the Recycle Bin. To recover recordings, select the specific recording(s) you wish to recover by
clicking in the corresponding option box to the left of the Number column. Select the Recover Selected
Recordings link at the top or bottom of the Recycle Bin page to restore the calls to the Screen Recordings
tab.
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When it comes to deleting files permanently from the Recycle Bin, you have two options: delete selected
files or empty the Recycle Bin in its entirety. To delete specific screen recordings from the Recycle Bin,
select the recording(s) by clicking in the corresponding option box to the left of the Number column.
Select the Delete Selected link at the top or bottom of the Recycle Bin page. The system displays a
warning message asking if you would like to permanently delete the selected recording(s). This is your
last warning before the recording is permanently deleted.

Since all screen recordings count against your allocated storage limit, it is good practice to empty your
Recycle Bin from time-to-time. Before doing so, it would be reasonable to verify that all recordings in the
Recycle Bin can be permanently deleted. Once they have been deleted from the Recycle Bin, they can no
longer be recovered.

To empty the recycle bin in its entirety, select the Empty Recycle Bin link at the top or bottom of the
Recycle Bin page. The system displays a warning message asking if you would like to permanently delete
the recordings. This is your last warning.
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Example: Viewing and playing a related call

1. Click the Recordings tab and select
Screen Recordings to ensure that
you are looking at the list of screen
recordings.

2. Select the i (Related Calls) button
that corresponds to the recording for
which you wish to view and/or play a
recorded call.

3. Select the E (Recording) button.

Your default media player will open
and begin playing the recorded call
file (MP3 file).
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click play to begin listening to the
file.

4. Click the browser’'s Back button to
return to the Recordings page.
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Example: Playing a screen recording

1. Click the Recordings tab and select
Screen Recordings to ensure that
you are looking at the list of screen
recordings.

2. Select the "' (Recording) button that
corresponds to the recording that you
want to play.

3. Click the Play button to begin playing
the recording.
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Example: Exporting a screen recording as an MOV file

1. Click the Recordings tab and select
Screen Recordings to ensure that
you are looking at the list of screen
recordings.

2. Select the (Export Video) button
that corresponds to the recording that
you want to export.

3. Since some screen recording files are
large and can not only take time to
download but slow down other
resources, one of the following will
occur:

e An Export Video dialog box will
appear notifying you that an email
will be sent with a link to the video
when it has finished downloading.
Enter the Email address to where
you want the email sent and click
Export.

e A QuickTime dialog box will
appear asking if you would like to
open or save the video. Choose
Open and then click the Play
button.
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Example: Exporting a screen recording details as a .csv file

1. Click the Recordings tab and select
Screen Recordings to ensure that
you are looking at the list of screen
recordings.

2. Select the screen recordings you wish
to export by clicking in the
corresponding option box to the left of
the Number column.

3. Select the Export link at the top of the
Recording page.
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4. Click Open.

5. Click the Xl in the right corner of the
RecordedCalls[1].csv window.
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Example: Downloading a screen recording

1. Click the Recordings tab and select
Screen Recordings to ensure that
you are looking at the list of screen
recordings.

M
2. Selectthe * (Download) button that
corresponds to the recording that you
want to download.

3. Select Save.
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4. Browse to the location you wish to
save the downloaded file and click

Save.
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Example: Deleting a screen recording

Note: The screen recording will appear on both the Screen Recordings and Recycle Bin tabs. The screen
recording will not be deleted until it is deleted from the Recycle Bin. A copy of the screen recording

remains in the Screen Recordings tab.

1. Click the Recordings tab and select
Screen Recordings to ensure that
you are looking at the list of screen
recordings.

2. Select the screen recording(s) you
wish to delete by clicking in the
corresponding option box to the left of
the Number column.
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3. Select the Delete link at the top or e i e
bottom of the Recordings page. Notice

that a ™ (Recording in Recycle Bin)
icon appears next to the deleted calls NS [T pepe
indicating that the calls are now in the
Recycle Bin.
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Example: Recovering selected screen recordings

1. Click the Recordings tab and select o
Screen Recordings to ensure that
you are looking at the list of screen
recordings. = =0
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4. Select the Recover Selected

Recordings link at the top or bottom

of the Recycle Bin tab.

5. Click the Screen Recordings tab.

6. Select the recovered screen
recordings by clicking in the

corresponding option box to the left of

the Number column.
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7. Select the Delete link at the top or
bottom of the Recordings page. Notice

that a ™ (Calls in Recycle Bin) icon
appears next to the deleted calls
indicating that the calls are now in the
Recycle Bin.
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Example: Deleting screen recordings — permanently

1. Click the Recordings tab and select

Recycle Bin.

2. Click the Screen Recordings tab to
ensure that you are looking at the list

of deleted screen recordings.

3. Select the screen recording(s) you
wish to delete by clicking in the

corresponding option box to the left of

the Number column.
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4, Select the Delete Selected link at the
top or bottom of the Recycle Bin page.

5. Click OK.

6. Select the Empty Recycle Bin link at
the top or bottom of the Recycle Bin

page.
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7. Click OK.
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Audio Mining
Audio mining allows the user to enter key terms and phrases (speech packs) that the system searches
recorded calls for and presents the results (phrases) in order of relevance. When the recorded call

terminates, the system examines each call phonetically and records the phonetic patterns. The phonetic
patterns are matched to the search terms or phrases and presented to the user.

Audio mining is only available to Groups and Subscribers that have been allocated the Audio Mining
Basic and/or Audio Mining Advanced feature(s). The Audio Mining Basic feature only returns active
speech packs with a maximum threshold of 25 phrases. Speech packs that exceed the 25 phrase
maximum threshold are considered advanced speech packs and are only available if the Audio Mining
Advanced feature is allocated. While it is permitted, having both Audio Mining Basic and Audio Mining
Advanced assigned will require two feature licenses.

Note: If only Audio Mining Basic is allocated and the speech pack has more than 25 phrases, no results
will be returned.

There are two phases to audio mining: creating and releasing the speech packs and assigning the
released audio mining packs as a filter to the recorded calls.

The Audio Mining dashboard provides summary statistics about matched calls. The following information
is available from the Audio Mining dashboard:

e Audio Mining Pack Trends - displays the audio mining packs that matched calls, for a specific
period of time

e Audio Mining Pack Statistics - identifies the percentage of calls and actual call count that match
the audio mining pack and the average, maximum, and minimum duration of those calls

e Top 10 Phrase Statistics - displays the top 10 phrase statistics based on the highest number of
number of times the phrase was found in a call as well as the average, maximum, and minimum
confidence scores

e First Call Resolution - identifies the number of follow up calls that were made in order to match
the audio mining pack

e Call Handler Trends by Pack - displays the number of audio mining packs that matched a call, by
call handler

e Pack Correlation - identifies the average number of times an audio mining pack matches a call
In order for the Audio Mining feature to work, users must add and release audio mining packs. Once an

audio mining pack is added and released, it will then be available from the filtering tab to assign to
recorded calls.

Note: The system default is 3 audio mining packs per Group Administrator. Therefore, any users that are
under that Group Administrator must share the default limit of 3 audio mining packs.

To create a new audio mining pack, begin by selecting the & (Add) button. The audio mining pack
appears under the hierarchy and the New Audio Mining Pack dialog appears. Enter a more meaningful
name for the audio mining pack and click Save. Click on Default (Or Operation) located under your new
audio mining pack and enter or select the following information:

e Operation - this is an And or Or clause that defines the search criteria

Note: The And operation supports two modes: any order and sequential matches. The default
mode is any order. For a sequential match to work, the search must be successful, within a
specific and configurable time proximity, and within the order as entered in the Operation.

e Operation Name - enter a meaningful name for the operation
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If applicable click the Add And (Match All) Operation or Add Or (Match One) Operation link(s) to add
additional operations to the audio mining pack. Or, click Add Phrase to add a phrase to search for. Click
Save.

In order to apply the audio mining pack to recorded calls and return results, it must first be released in the

system. Release an audio mining pack by selecting the specific pack and clicking the ~/(Release)
button. The audio mining pack will appear under the Released Audio Mining Packs section of the
hierarchy.

Once audio mining packs are released, they become available as a filter under Recorded Calls. This is
where users apply an audio mining pack to the recorded calls in order to return the desired search
results. To apply an audio mining pack to a recorded call as a filter, click on the Recordings tab and select
Recorded Calls. Expand the Filter toolbar by clicking once on it. Click on the Filter toolbar to expand it
and select the By Audio Mining Pack tab. Select the audio mining pack from the Audio Mining pack drop
down list. This is the audio mining pack that will be applied to the recorded calls. If applicable, enter the
minimum confidence score that you would like to apply to the filter. The only return calls which have been
searched and do not match the audio mining pack option will return the recorded calls that do not have
the word and/or phrase contained in the selected audio mining pack. Click Apply Changes. An ™ icon will
appear under the Audio Mining tab for each recorded call that matched the criteria. A number will appear
to the right of the icon displaying the Maximum Confidence score for the returned results. Click on the
Audio Mining icon to view the results of the search.
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Example: Creating a new audio mining pack

1. Click the Recordings tab and select
Audio Mining to ensure that you are
looking at the list of audio mining

packs.

2. Select the “#" (Add) button.

3. Enter or select the following
information:

e Audio Mining Pack - Greeting
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4. Click Save. e
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7. Click Save.

8. Click on Add And (Match All)

Operation.

At Mining Packs

[ - ] |EEREE

Note: New operations can appear at U

the parent level or under any existing
operation level in the audio mining
pack. Depending on where you want
it to appear, you may have to select a
new level first.

9. Enter or select the following
information:

e Operation Name — Good
Morning

e Match Ordering — Any Order
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10. Click Save.
(e [0 1 | o |

Ao ing Packs
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Example: Cloning an audio mining pack

1. Click the Recordings tab and select
Audio Mining to ensure that you are
looking at the list of audio mining
packs.

2. Select the audio mining pack that you
want to clone by clicking on it in the
hierarchy tree.

3. Selectthe (Clone) button or Clone
link.
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4. Enter or select the following
information:

e Operation Name — Call Handler

Greeting

5. Click Save.
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Example: Releasing an audio mining pack

1. Click the Recordings tab and select
Audio Mining to ensure that you are
looking at the list of audio mining
packs.

2. Select the audio mining pack that you e
want to release by clicking on it in the
hierarchy tree under New Audio
Mining Packs.

3. Select the v (Release) button or
click the Release link.
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Example: Applying an audio mining pack

1. Click the Recordings tab and select
Recorded Calls to ensure that you
are looking at the list of recorded

calls.

2. Click on the Filter toolbar to expand

3. Select the By Audio Mining Pack

tab.
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4. Enter or select the following
information:

e Audio Mining Pack — Greeting (or
any other that shows up in the

list)

5. Click Apply Changes.

6. Enter or select the following
information:

e Minimum Confidence Score - 10
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7. Click Apply Changes.

1 March 2017

Scrmeacariing Clns | Dok oo | Archvm Tod | Racast Al | Grck Sart | Change v | Loy 0

(1 8508 Entar T (158 Conede) @

P @ |

Ot P —

SensPor Foge: [T 2] | oot | omiond | ot | Gxpart il

[ Mxmwh WeidS LIETAA LN S04
%, o0 ved /1 1umsena ssizn 1202
[l P
T %, 250 T JE401L eARISIN ADSHI20 120402

0 o0z

[ Wember  DayDuis T Franbsber fromCllerlD Tofmber

Fio Caiegrt] 2] aophy cotogory | Pansge Catgares | RN Ghest St | Selct obama | Refesh s | Rsevance sermnary

pre—r——

Rairnted Ta Dursine OOl oo ooy D8 rchon Eviua dudo e
P wien @ B 90 % (eows ® R
JE— wos @ @ B85 & momas B OS2
stz 142 wer @ B 8 ¢ ociwe @ § o
s wer @ 0 05 ¢ Dewon & LILE)

SensPor Foge: [T 2] | oot | s | Gt | Gxpart il

[T Comamrrl ] mpoty catapory | manage Cataueses | ot e St | e olren

Proprietary & Confidential
For Internal Use Only

116



SmartRecord v4.8 — Group Administrator’s End User Interface User's Guide

Example: Deleting an audio mining pack

1. Click the Recordings tab and select e e —ap

Audio Mining to ensure that you are
looking at the list of audio mining
packs.

At Mg Dashibaaed

Audio Mining Pack Trands.

2. Select the audio mining pack that you I

want to delete by clicking on it in the
hierarchy tree.

Greeting

Note: Both new and released audio
mining packs can be deleted from the
hierarchy tree.

3. Selectthe & (Remove) button or
click the Remove link. [ - ] I T

[Hevcame trom webpage Xl

R ———

o | om |
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4. Click OK.
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Messages

When logged in as the Group Administrator, the Messages screen displays all completed SMS/MMS
recordings for all Users that have been created by you. In order to better manage this screen, all column
headers can be sorted by clicking on the applicable column header. Click once to sort the column in
ascending order and click one more time to sort the column in descending order. The following
information is displayed on the Messages screen:

o Number — the number or description associated with the message

e Message — displays a preview of the message content (messages in green are outbound and
messages in white are inbound)

e Day —the day of the week the message occurred
o Date — the actual date the message occurred

e Time — the time the message originated

e From Number — the originating number

e From Name — displays the name or number of the person that originated the message, if caller ID
is available

e To Number — the terminating number

o CRM - allows the user to upload messages to an interfaced CRM systems such as Sugar and
Salesforce.com through the standard API

e Email — allows the user to email a recorded message
e Comments —any comments associated with the recorded message

e Category — allows the user to categorize messages into areas unique to their business (for
example: geographic region or customer satisfaction)

If there are any attachments associated with a message, the Attachments (&) icon appears under the
Message colulmn. Click the icon to view a list of attachments or to download an attachment. Additionally,
if there are any messages “related” to this particular message, they are available by clicking on the
Related Messages (2) icon. Users are able to download or email messages from the Related Messages
dialog.

When numbers are assigned to Users, the default setting is to record and retain all messages that are
made from or to those numbers. This setting can be changed to do not retain recording by the Group
Administrator. If the default setting has been preserved for a number and messages are being recorded
and retained, the message preview will appear under the Message column. To view the message, click
the message file bubble. To view any related messages, click the Related Messages link.

Note: Group Administrators will see message for all numbers assigned to Users they have created.

You have the option to upload messages from the Messages tab to a CRM application. This functionality
allows you to connect the recording system with CRM applications such as Sugar or Salesforce.com to
upload message files.

Note: You can only have one active connection to a CRM application at a time. If you want to log into
another CRM application, click CRM Client Settings, select the CRM application, and enter the
credentials.

To upload a message to a CRM, select CRM Client Settings link. The CRM Client Settings link can be
accessed from the toolbar on the Messages tab or from the Archive to CRM dialog box. Select the CRM
application from the drop down list and enter or select the URL, username, and password to that CRM
application. Click Test Connection. A confirmation is displayed notifying you if the connection was
successful or failed. If the connection was successful, click Save.
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Select the & (CRM button) that corresponds to the message that you want to upload.

Note: The number of the message must be a number that belongs to at least one contact in the CRM
application in order to perform the upload.

If the contact, account, or case you want to associate the message with does not appear, enter new
criteria in the CRM Search field and click Search. If multiple contacts, accounts, or cases are returned,
deselect the ones you don’t need by clicking in the option boxes to remove the checkmark. Enter a
subject and a note about the message and click Archive to CRM.

Additionally, situations will occur where you need to send a specific message to a person that may not
have access to the application or just for emphasis. In these instances, you have the ability to email the
message to that recipient. To send a message file via email, select the .=/ (Email button) that
corresponds to the message that you want to send. A new email page will open with the message link
displayed in the text area. Select your recipients and send the email.

Note: There will not be an email option for any messages that have been deleted.

From the Messages screen you can also add comments to a message. A “&* (Add Comment button)

indicates there are currently no comments associated with the corresponding message. A oy button
indicates there are currently comments associated with the corresponding message. To add comments to
a message, click on the Add Comment button and enter the applicable text in the text field. Click Submit.

This is the point at which the Add Comment button changes to the S button.

The ability to create categories for messages is beneficial to call handlers and managers, allowing them
to categorize messages into areas unique to their business (for example: geographic region or customer
satisfaction). Users are then able to filter calls or run reports based upon these call categories. Multiple
categories can be assigned to a message file. Click on the Category link and select the specific category
from the drop down list. Repeat this as necessary for each category you wish to apply to a message file.

Note: Categories are specific to the user. Therefore, the categories that you create and assign to your
message files cannot be seen by other users.

Number, Employee, Date/Time, Category, or Other (or a combination of all) filters located below the
Recorded Calls, Recycle Bin, Calls in Progress, Screen Recordings, and Messages navigation tabs can
be applied to the screen to assist in searching and displaying only the information pertinent to your
current needs. Select the filter you wish to apply by clicking on Filter and then selecting the Number,
Employee, Date/Time, Category, or Other tab(s).

Enter or select the applicable information for each filter and click Apply Changes. To return to the default
information, click Reset All. Click Hide to close the Filter window.

Note: You do not have the option to filter by category under the Reports tab.
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Example: Managing the Messages tab columns

1. Click the Recordings tab and select e b O O e e e et 1O
C S -

Messages to ensure that you are e
looking at the list of message files. S

% Massage 1 for clocSadil-2581- Fi G601 12403PH  MTEMMTT  JeweHome 2000 L] +* [Ho Caregory)

2. Select the Select Columns link at the
top or bottom of the Recorded Calls

page.

3. Select the following option boxes (this
action will either insert or remove a
check mark from the option box):

e Time

e To Number

e Category
e From Number
e Email
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4. Select the Update link.

5. Select the Select Columns link at the
top or bottom of the Recorded Calls

page.

6. Select the following option boxes (this
action will either insert or remove a
check mark from the option box):

e Annotate

e To CallerID

e Category

e From Caller ID

e Email
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7. Select the Update link.
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Example: Viewing messages & message attachments

1. Click the Recordings tab and select
Messages to ensure that you are
looking at the list of message files.
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2. Select a message file and click on the
message preview.
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3. Click Close to return to the Messages
screen.
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4. Select a message file and click on the
Related Messages (&) icon.

5. Click Close to return to the Messages
screen.
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Example: Uploading a message files to a CRM

1. Click the Recordings tab and select
Messages to ensure that you are
looking at the list of message files.

2. Click on the CRM Client Settings link

found at the top or bottom of the
Messages tab.
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3. Select a CRM application from the
drop down list.

4. Enter or select the following
information:

e URL -the URL where the CRM
application is located

e User Name —your user name
used to access the CRM
application

e Password — your password used
to access the CRM application

5. Click Test Connection.
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6. Click Save to save your credentials.

7. Select a message and click on the &
(CRM) button that corresponds to that
message.

8. If applicable, enter new search criteria
in the CRM Search field. Select or
deselect Contacts, Accounts, or
Cases depending on what you are
searching for. Click Search.
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9. Enter the following information:
e Subject — Please Remove

e Note — Customer would like to
be removed from contacts

10. Select Archive to CRM.

11. Select the Close link to close the
CRM dialog box.
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Example: Emailing a message

1. Click the Recordings tab and select
Messages to ensure that you are
looking at the list of message files.

2. Select a message and click on the =
(Email) button that corresponds to that
message.

3. Enter the email address(es) of the
person(s) to which you wish to send
the message.
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4, Click Send.
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Example: Adding comments to a message file

1. Click the Recordings tab and select
Messages to ensure that you are
looking at the list of message files.

2. Select a message and click on the “#*
(Add Comment) button that
corresponds to that message.

3. Enter the following information:

e Comment — This message is to
be used for training. Please ask
the helpdesk personnel to
review the message file.
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Note: Comment text cannot be
greater than 1024 characters.
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4. Click Save. Notice that the Add
Comment button has changed to a

e button indicating that there is a
comment associated with this
message.

5. Position your mouse pointer over the

7 button. Notice that part of the
comment is displayed as a tooltip.

6. Click on the Iy button.
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7. Review the comment, select it, and
enter the following:

e Comment — Customer very
agitated, message had to be
emailed to a manager.

8. Click Save to save your changes.

9. Click on the Iy button.
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10. Delete the comment from the
Comment field by selecting it and
clicking the Delete button on your
keyboard.

11. Click Save to save your changes.

Notice that the e button has
changed back to the Add Comment
button.
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Example: Categorizing a message

1. Click the Recordings tab and select
Messages to ensure that you are
looking at the list of message files.

2. Select the Category link that
corresponds to the message that you
wish to categorize.

3. Select one category to apply to the
message by clicking in the
corresponding option box and click
Save.
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4. Select the Category link that
corresponds to another message that
you wish to categorize.
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5. Select several categories to apply to
the message by clicking in the
corresponding option boxes and click
Save.
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7. Select the category you wish to apply
from the drop down list found at the
top or bottom of the Messages page.

8. Select the Apply Category link.

9. Select the Manage Categories link.
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10. Enter the following:

e Category Name — Maintenance

11. Select the drop down arrow to the
right of the Category Name field and
select the color red.

12. Select the Add link.
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13. Select the Close link to close the
Manage Categories dialog box.

14. Select the Category link that

corresponds to a message that is not

already categorized.

15. Select the Maintenance category that

we just added by clicking in the

corresponding option box and click

Save.
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Example: Deleting a message

Note: The message file will appear on both the Messages and Recycle Bin tabs. The message file will
not be deleted until it is deleted from the Recycle Bin.

1. Click the Recordings tab and select
Messages to ensure that you are
looking at the list of message files.
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3. Select the Delete link at the top or

bottom of the Messages page. Notice

that a (Calls in Recycle Bin) icon
appears next to the deleted messages
indicating that the messages are now

in the Recycle Bin.
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Example: Downloading a message

1. Click the Recordings tab and select e b B e e 80

2
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4. Normally you would choose to extract
the files and save them to the location
of your choice. For the purposes of
this example, click the Xl in the right
corner of the Messages.zip dialog
box.

5. Click in the option box that is located
to the left of the Number column, in
the header to select all message files.

6. Select the Download link at the top or
bottom of the Messages page.
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7. Normally you would choose to extract
the files and save them to the location
of your choice. For the purposes of

this example, click the ! in the right =

corner of the RecordedCalls.zip dialog

box.
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Reports

There are ten reports included in the application that assist the user with administration activities. The
reports identify information that can be found on the dashboard, or Home tab, but in more detail. Reports
can be viewed as text or in a graphical format. You also have the ability to export reports and save them
to your own PC. Additionally, you can filter on information in the reports such as number, date, and time.
An end user’s access to reports is determined at the Group level under Application Features.

Note: The Reports tab may or may not be available depending on whether or not the Reporting Feature
Application was selected in the Administrative portal. Additionally, the number of reports available from
this tab may fluctuate depending on which Application Features were selected in the Administrative
portal.
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Example: Call Handler Activity

The Call Handler Activity report displays the last 30 days of activity for each call handler in the
application. The Call Handler Activity report can be displayed as text or as a pie chart by clicking on the
Chart button found on the report toolbar. The report displays the number, description, total number of
calls, average call duration, minimum duration, and maximum duration by call handler.

Screen Recording Clest | Desktog Nobfier | Archive Taol | Recent Alerts | Quick Start | Change Password | Log OFf
P

[GHT-05:00) Eastern Time (IS & Canada) &
viekome, p

Fiter

o e B Can cwinens T 5 Q@ i By
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Example: Calling Locations

The Calling Locations report displays total calls by each location as determined by the NPA/NXX, for the
last 30 days. The Calling Locations report can be displayed as text or as a pie chart by clicking on the

Chart button found on the report toolbar. The report displays the number, location, and total number of
calls made to that location.

Screea Recording Client | Deskiop Notifier | Archive Tool | Recent Alerts | Quick Start | Change Password | Log Off
: P

[GHT-05:00) Eastern Time (IS & Canada) &

Fiter
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Example: Calls by Category

The Calls by Category report displays total calls by custom category for the last 30 days. The Calls by
Category report can be displayed as text or as a pie chart by clicking on the Chart button found on the
report toolbar. The report displays total number of calls, average call duration, minimum duration, and

maximum duration by category.

Screes Recording Client | Deskiop Notifier | Archive Tool | Recent Alerts | Quick Start | Change Password | Log Off
p

[GHT-05:00) Eastern Time (IS & Canada) &

Fiter.

Camgery

Call Handler vs, Average

o et B o Curtnens 5 5| Q@[ Jori Bp
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Example: Daily Usage

The Daily Usage report displays the activity totals for the day in the application. The Daily Usage report

can be displayed as text or as a column chart by clicking on the Chart button found on the report toolbar.

The report displays the date, total number of calls, average call duration, minimum duration, and

maximum duration for the day.

[ tame | necorcose | meparte | sins | svsvosons | ovsancsen |

Screea Recording Clent | Deskiop Nolfier | Archive Tool | Recent Alerts | Quick Start | Change Password | Log O

P

[GHT-05:00) Eastern Time (IS & Canada) &

nsz-:m

L Fiter

?w

o e B O cwinens T 5 @ B

Call andlar ety

Calling Lozatans
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Example: Frequent Callers

The Frequent Callers report displays the callers (by number) that have called the most frequently. The

Frequent Callers pane can be displayed as text or as a bar chart by clicking on the Chart button found on
the report toolbar. The report displays the number, the name associated with the number (caller ID), the

total number of calls, average call duration, minimum duration, and maximum duration. The report is

sorted in order of the most frequently called or dialed number.
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Example: Hourly Usage

The Hourly Usage report displays a distribution of call activity across the hours of the day. The report can
be displayed as text or as a column chart by clicking on the Chart button found on the report toolbar. The

report displays the hour, total number of calls, average call duration, minimum duration, and maximum
duration for each hour.

Screea Recording Clent | Deskiop Nolfier | Archive Tool | Recent Alerts | Quick Start | Change Password | Log O

s P
(GMT-015:00) Eastern Time (S & Canada) &
= [ zototer | oconasn | [ © |

. Fleer

o et B o cortnens 5 5| Q@[ o2 Bp

Call Handler Activicy — ==

120084 E
Calling Locatens o -
Catle 2 Casgery 00 AM a7
=00 B

Daily Usage

00 3
Freguest Callers e =
Ho 00 e
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Unused Numbers . -
00aM m

u =00AM m
10:00AM b

Call Ealuation Datails

11004

Call Handler vs, Average
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Example: Unused Numbers
The Unused Numbers report identifies numbers that have had no usage. The Unused Numbers report is

text format only. However, you are able to click on the View and Edit Details link in the report to go

directly to the numbers page. The report displays the number and description.

ScreenRlecording Cliest | Desktop Hotifier | Archive Tool | Recest Alerts | Quick Start | Change Password | Log Off
== A

(GMT-05:00) Exstarn Time (US & Canads) &

e

[ e ] o | [ ners T e | oriamin | o |
[ rer
Reports
Hem @

Call Handler Activity Number Descripbon

Calling Locstions

Calls By Catagory

Daily Usage

Fraquant Callers

7183134005

Hourly Usage

Unused Numbsrs

UserDessils

Call Evaluztion Details

Call Mandler vs. Average

View and Ed Details
View and Ed Detais
View and Edt Details
View and Ed Details
View and Edt Details

View and Ed Detaiks
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Example: User Details

The User Details report identifies information about each user of the application. The User Details report
is text format only. The report displays the username, email address, the date the user was created, the
date the user last logged on to the application, the date the user's password was last changed, the total
amount of numbers assigned to the user, total number of annotations and categories created by the user
and whether or not the user has permission to upload recorded calls to a CRM application.
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Example: Call Evaluation Details

The Call Evaluation Details report displays call handlers that have evaluations associated with one or

more of their recorded calls. The report displays the call handler; description; from number and caller ID;
to number and caller ID; the name, date, and time the evaluation was completed; the date and time the

evaluation was modified; the total number of points earned vs. the total number of points available for the
evaluation; and the score.
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Example: Call Handler vs. Average

The Call Handler vs. Average report compares an individual call handler's average evaluation score to the
organization's overall average score for the same evaluation. The Call Handler vs. Average report can be

displayed as text or as a column chart by clicking on the Chart button found on the report toolbar. The

report displays the evaluation name, call handler, call handler average score, organization average score,
number of evaluations, and the date and time of the last evaluation. The report is sorted by date and time.
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Example: Filtering a report
1. Click on the Frequent Callers tab.

2. Click on the Filter toolbar to expand
it.

3. Ifitisn’t already selected, select the
By Number tab.
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4. Enter the following information:

e From Number — enter a number
that appears under the Number

column of the report.

5. Click Apply Changes to apply the
filter to the report.

6. Click Reset All to remove the filter
from the report.
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7. Select the By Date/Time filter tab.

8. Select Last Week from the drop down

list.

9. Click Apply Changes to apply the
filter to the report.
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10. Click Reset All to remove the filter e e

from the list of Recorded Calls. P _— :E'
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13. Click Reset All to remove the filter o e
from the list of Recorded Calls.
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Example: Exporting reports
1. Click on the Frequent Callers tab.

2. Click the Export button.

3. Select Open.
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Alerts

Do you wish that you could be alerted to any emergency, long duration, international, etc., calls made
from within your organization? You can create Alerts based on specific call conditions. When those
conditions are met, you will be notified with the pertinent details so that you can address any issues or
make any necessary changes to current policies or procedures. Additionally, a history of the alerts that
have executed is available from the Alerts tab. You can also view any recent alerts by clicking on the
Recent Alerts link on the top right side of the end user application window.

Note: Alerts will be temporarily disabled if they begin to cause excessive logging/emailing resulting in
possible network congestion. In such cases, an email will be sent to the owner of the alert. Excessive
logging/emailing is defined as greater than 1000 alerts per second.

To create an alert click New (if applicable). Enter a name and brief description for the alert. Alert name
can be a maximum of 50 characters. Select the following: Event Type, whether or not the alert is
enabled/disabled, and when the alert should run. Your input options will vary depending on your
selection.

e Alert on any day — the alert will run every day that remains active.

o Days of Week — the options Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, and
Sunday will appear. Select the specific days the alert should run. The alert will run on the
selected day(s) as long as it remains active.

o Date — Enter a specific call date. The alert will only run on this call date.

o Date Range — Enter a start and end date. The alert will only run during this date range.

Note: You can select multiple criteria such as Days of the Week and a Date Range.

Enter or select the following:

e Start Time — if applicable, select the start time the Alert should begin running on the selected
day(s).

¢ End Time — if applicable, select the end time that the Alert should stop running on the selected
day(s).

e Time Zone — select a time zone that you wish to apply to the alert.

e From Caller ID — defines the originating caller ID or partial originating caller ID on which to alert.
e To Caller ID — defines the terminating caller ID or partial terminating caller ID on which to alert.
¢ From Number — defines the originating number or partial originating number on which to alert.

e To Number — defines the dialed number or partial dialed number on which to alert.

¢ Redirected From — defines the number of the person or group transferring the call.

e Redirected To — defines the number to which the call was transferred.

e Location — defines the location or partial location on which to report.

o DTMF Digits — (only appears when Call Terminated event type is selected) defines whether the
on demand alert will be a clip alert or will be triggered only when the DTMF digits are entered.
Additionally, this field identifies the DTMF digits used to initiate the on demand alert.

e End Clip DTMF Digits — (only appears 1) when Call Terminated event type is selected and 2)
when Clip is selected above) identifies the DTMF digits used to end the on demand alert clip.

e DTMF Tolerance — (only appears when Call Terminated event type is selected) identifies the
amount of time the user has to complete the entry of the DTMF digits to initiate the on demand
alert and, if applicable, end the on demand alert clip.
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e Audio Mining Pack - (only appears when Call Terminated event type is selected) allows the user
to identify and alert on a specific audio mining pack.

¢ Minimum Confidence - (only appears when Call Terminated event type is selected) allows the
user to identify and alert on the minimum confidence when alerting on audio mining packs.

e Add a Category — allows the user to categorize calls into areas unique to their business (for
example: geographic region or customer satisfaction). This category will apply to all calls that fall
within the alert criteria and will automatically appear on the Recorded Calls tab when the alert is
fired.

e Add a Comment — allows the user to add comments about the call. These comments will apply to
all calls that fall within the alert criteria and will automatically appear on the Recorded Calls tab
when the alert is fired.

Note: The From Caller ID, To Caller ID, From Number, To Number, and Location fields must be at least 3
characters long.

Select whether or not you want to be notified by email when an alert occurs by clicking in the Email option
box. If you selected to be notified by email, enter the To and From email addresses. Click Save to add the
alert to the list of Alerts.

The Alerts dialog box displays a list of alerts that have occurred under the Alerts History section. You can
clear the Alert History by selecting the alert(s) and clicking the Clear Selected link. You can also view a
list of recent alerts by clicking on the Recent Alerts link located at the top of the application page.
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Example: Creating an alert

1. C||Ck the Alerts tab. ‘Scroen Recording Cben | Desktop Hotfies | Archive Tool | Recent Alerss | Quick Start | Change Password m\;ﬁ:
2. If applicable, click New. Enter the Bt G ke A o et okt e el
following information: =
e Name — Emergency Calls
e Description — This alert is for
emergency calls.
3. SeleCt the fOIIOWIng. ‘Screen Recsrding Client | Deskenp onfier | Archive Toal | Recent Alerts | Quick Seart | Change Password | Log OFf *
e Event Type - Call Initiated [ rorm | sucrtoes | rares |
e
1 March 2017 Proprietary & Confidential 166

For Internal Use Only



SmartRecord v4.8 — Group Administrator’s End User Interface User's Guide

4. Ifitisn’t already selected, click in the P e e A ok | ikt e et it
Enabled option box. R "

5. Ifitisn’t already selected, click in the
Alert on any day.

6. Enter or select the following o | s A e | o e Pt 08
information: o e e 7 e Md
e Start Time — 12:00:00 a.m. -
e End Time —12:00:00 p.m. e
e Time Zone — (GMT -05:00) -

Eastern Time (US & Canada) r
e To Number — Equal To 911
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7. Select a category from the Add a
Category drop down list.

8. Enter the following information:

e Add a Comment — These calls

are emergency calls made from
within the building.

9. Select Email by clicking in the option
box.
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10. Select Save.
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Example: Creating an on demand alert

There are two types of on demand alerts: on demand clip alerts and general on demand alerts. Clip alerts
will record only a portion of the call identified by the DTMF start and end digits. General on demand alerts

record the entire conversation but are initiated when the DTMF digits are entered.

Note: The on demand alert feature is not available to all switch types.

1. Click the Alerts tab.

2. If applicable, click New. Enter the
following information:

¢ Name — On Demand Alert

e Description — This alert is for
calls that need to enable on
demand alerts.
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3. Select the following:

e Event Type - Call Terminated

4. Ifitisn’t already selected, click in the

Enabled option box.

5. Ifitisn’t already selected, click in the

Alert on any day.
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Cancel | Save
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6. Enter or select the following e o e e S
information: (00 00 e o et

-
e DTMF Digits — Clip
¢ DTMF Digits — 1111
¢ End Clip DTMF Digits — 2222

e DTMF Tolerance — 20 seconds

7. Select Save.

Delete | e

8. Click New. Enter the following S e ek A e | ok e ] o
information: R
e Name — On Demand Alert2
e Description — This alert is for
calls that need to enable on
demand alerts. !
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9. Select the following:

e Event Type - Call Terminated

10. Ifitisn’t already selected, click in the

Enabled option box.

11. If it isn’t already selected, click in the

Alert on any day.
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At it

® et oy day

| [CTmETTmETT ST > |

Evert Tyoe: ol Temnated
Asvty Erabied:

Screen Hecordng Client | Desktop Noufier | Archive Tool | Recent Alerts | Quick Stare | Change Password | Log OFf *
g

(GMT-05:00) Eastee Time (15 & Cansde) &

Daya of wesk ©0uta © Data Range

Cancel | Save

Screen Recording Client | Desktop oufier | Archive Tool | Recent Alerts | Quick Stare | Change Password | Log Off ~
s

(GMT-03:00) Eastern Time (US B Canads) &

Cancel | Save

Ereed Tyon: ol Tarmeated

® st on any day © Days of wesk © 0ste © Date range

Screen Recording Clent | Desktop Nofler | Archive Tool | Recent Alerts | Quick Stare | Change Password | Log OFf ~
B

(GMT-05:00) Eastern Time (US B Canada) &

—

Cancel | Save
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12. Enter or select the following e e T

v

information: ——
e DTMF Digits — Contains
¢ DTMF Digits — 1111

¢ DTMF Tolerance — 30 seconds

Cancel | Save

13. Select Save.

Delete | e
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Example: Editing an alert

1. Click the Alerts tab.

2. Select the Emergency Calls alert View

link from the Alert List.

3. Select the Edit link.
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Delete

Scroen Recording Chent | Deskaog fotfier | Archive Tool | Recent Alers | Quick Start | Change Password | Log Off

P

(GMT-03:00) Eastern Time (U5 & Canads) &

e | ew

Send mHTHL

Oelete

Screen Recording Chent | Deskuog otfies | Archive Tool | Recent Alerts | Quick Start | Change Password | Log OFf

v

(GMT-03:100) Eastarn Time (U5 & Canads) &

e | ew

EEmEETETE mETmETTE

Screen Recseding Client | Deskenp fonifier

Aechive Tool | Racent Alerts | Quick Stare | Change Passwerd | Log Off

B

(GMT-03:00]) Eastees Ti ime (us & Canada) &

I Alert List |
7 Hama
Nomes Ermrgency ol

Long Duraton Cat Vi
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¥) On Durmand 2lrt Vi
ey e—p— Vi
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St Tovs L0000 4
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Emergency Calls

® it on any day © Days cfweek € pate © pate range
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4. Enter the following information:

Subject — Emergency Alerts
From Name — enter your name
To Name — Andrea

To Email —
ahash@abccompany.com

5. Select Save.
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Screen Racording Client | Daskiop Netifler | Archive Tool | Recent Alerts | Quick Scart | Change Password | Log Off *

gy Cals

Name: Eacgency Cal

Everd Type: Coll intuted

I
(GHT45:30) Eatm Teve U5 & Caraci)

Send s HTHL

Oelete
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Example: Enabling and disabling an alert

The obvious reason that an alert may be inactive is that it is no longer being used. Another less obvious
reason, an alert is temporarily inactivated by an Administrator because it was causing too many emails to
be sent out, potentially causing congestion on the email server. Since alerts can be reused, they should

not always be deleted.

Note: If an alert was temporarily inactivated because too many emails were being generated, the alert

should be edited before it is reactivated.

1. Click the Alerts tab.

2. Click in the option box that

corresponds to the Emergency Calls P — —

alert found under the Alert List.
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3. Select Apply. e o ks et e o R S e S P "

(GMT-03:100) Eastarn Time (U5 & Canads) &

Oelete e | ew

Alert Hitory
(] name [orar—

S653TM  Employes rtage@etgroup.com has been daceroacted

[l empioyss Daconnact 2/2002 30021 P Employee rtageBctiroup.com has been ducnnectsd
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R
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—— |
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= -

oo - ]
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6. Select Save.

Screen Reconding Client | Desktop Hotifier | Archive Tool | Recent Alerts | Quick Start | Change Password | Log Off

»

(GMT-03:00) Easearn Time (uS B Canads) )

p—— 7|

Delece
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Example: Deleting an alert
1. Click the Alerts tab.

2. Select Delete.

3. Select OK.
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Example: Recent alerts

You can view up to 20 of the most recent alerts by clicking on the Recent Alerts link on the top right side
of the end user application window. The default view is to show 15 recent alerts, however, you can
change the default by clicking on the Results Per Page drop down and selecting from the available
options. While you have this dialog box open, you will be notified of any new alerts. New alerts will first
appear at the bottom of the dialog box and if you are using IE you will also hear a chime.

1. Select the Recent Alerts link. o P e P

i
eY

2. Select Close. P o
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Evaluations

The Evaluation tab provides managers of phone based teams with the functionality to easily create
evaluations that can be applied to recordings and to quickly view statistics based upon the created
evaluations. Evaluations can be created for a multitude of business reasons including the following:

Training
Performance monitoring
Script development and adherence monitoring

Process adherence

The Evaluations Dashboard provides you with a real-time view of evaluations data including information
about the most frequently used evaluations, which call handlers are being evaluated, the call handlers
average confidence score, the average confidence score of the evaluations being used, etc. The
dashboard is divided into the following four charts that give you a pictorial and data overview of how the
evaluations are being used:

Average Score by Evaluation Form - displays the top 5 most used evaluation forms sorted by
average score

Call Handler Trend - displays the top 10 most evaluated call handlers over time
Call Handler Average - displays the average score, by call handler, over the selected date range

Call Evaluation Grid - displays information for each completed evaluation, by call handler. The
grid is sortable by clicking on the headings. The default sort order is by evaluation date/time. The
name of the evaluation, the evaluator, the date the evaluation was completed, and the call
handler that was evaluated, and the overall score they received are all displayed in the Call
Evaluation Grid. The View link takes you to the completed evaluation to view the results.

Screen Recording Client | Deskrop Natifier | Archive Tool | Recent Alerts | Quick Start | Change Password | Log OFf *

(GMT-05:00) Eastern Time (US & Canada) &

| | | | Welcome, master m

Cal Hander Trand Avarage Score by Cal Handler

L 80
«

“@ 40
2 0
o L)
s &

W 2624665 W rsiage W 2645 i 2647 ® Score

8

g,

2

3

2

%,
Yoy,

I

Evaluator Name Call Date Employee Score

2124/2012 1:53:53 P 2624665 Js3.00 View

/2472012 1:52:04 P 2546 Jo1.00 View

224/2012 1:49:44 P11 2624665 100.00 View

2/24/2012 1:45:58 P = 54,00 View
2124/2012 1:37:04 P10 2624665 ls3.00 View

22472012 1:34:05 P retage [s2.00 View

Customer Support Evalustion 224/2012 1:32:34 P11 2647 les.00 View
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An unlimited number of evaluations can be created with an unlimited number of questions. Evaluations
should be carefully thought out prior to creation. Once an evaluation is released, it cannot be changed or
deleted. It can, however, be cloned and the information in the cloned evaluation can be updated.
Additionally, each question in an evaluation is assigned a weight or level of importance in relation to other
questions in the evaluation. The questions that make up an evaluation must equal 100% before it can be
released.

Note: The overall weight of an evaluation must equal 100% before it can be released and used in the
application.

To begin the process of creating an evaluation, select the Form Designer tab and click New. Enter the
appropriate information such as Evaluation Name, Type, Description, and whether or not the evaluation is
active. Click Save to add the evaluation to the list of Evaluations. Once it is saved, you are now ready to
begin adding categories and questions. Select Add Category, enter a descriptive name, and click Save.
Select Add Question and enter the question as you want it to appear on the evaluation. Determine and
enter the weight or level of importance in relation to the other questions for this question. You must enter
or select at least one option to apply to the question. Options are essentially the evaluator’s choices to the
guestion.

Note: There cannot be more than five options under a question.

To select a predetermined option, hover the mouse over the Add Option link and select an option by
clicking on the applicable Add link. To create you own list of options, click Add Option, enter the Option
information (for example: very polite, extremely polite, etc.), and assign a score to the option. Save your
work and continue adding questions and options as necessary to finish creating the evaluation.

Since creating an evaluation from “scratch” can be a tedious process, you can select from predefined
templates and apply them “as is” or edit the categories and questions to better suit your needs. To create
an evaluation using a template, select the applicable template from under the Evaluations Form
Templates heading. If necessary, make any necessary additions or deletions to the template, including
giving it a more meaningful name, and click Save.

If there isn’t a template that meets your needs, odds are that one of the already created evaluations
could. In that case, you can clone that evaluation and then make the necessary changes. Select the
specific evaluation you wish to clone and select Clone. Make any necessary additions or deletions,
including giving it a more meaningful name and click Save.

An evaluation will not be available for use from the Recorded Calls screen until it has been released.
However, an evaluation cannot be released until it is complete and the overall weight is 100%. Once an
evaluation is released, it cannot be edited. Evaluations are released form the Form Designer tab. Select
the evaluation you wish to release by clicking the View link. Select Release Now and OK to the
confirmation message.

Since the list of evaluations can potentially get very large, you have the ability to apply an evaluation type
to specific or all evaluations to essentially “categorize” them. To create a new evaluation type, click on the
Form Designer tab and select the Manage Types link. Simply enter the name of the new evaluation type
and select Add Type. Click on the Type heading to sort the evaluations in alphabetical order by type to
make it easier to find what you are looking for.
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Example: Creating a new evaluation

1. Click the Evaluations tab and select
Form Designer.

2. Select New.

3. Enter or select the following
information:

e Evaluation Name — Customer
Service Evaluation

e Description — Evaluates
customer service reps on their
professionalism

Qe 4

Tenc Spart

e D
[
Heoes:

A

Evabsation Form Templates.
Customer Supoor Ersuztsn

Ol et 0%
e scre o 50

[
i

S —

{HT0500) Ectem T (58 carsds} ©

P |
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4. Click Save. T e

{or-a300) et v (3 cannie) &

2l Category

fiffgqgifegsaqares
H

|
i

ot Soppar Evasion

5. Select Add Category.

6. Enter or select the following
information:

e Category — Customer Greeting
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7. Click Save.

8. Select Add Question.

9. Enter or select the following

information:

e Question — Initial Phone
Greeting

e Weight - 25

A quistan

At category

fFffgqifagsaqaees

|
i

ot Soppar Evasion

(e B

{or-a300) et v (3 cannie) &

o © |
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10. Click Save.

11. Hover over the Add Option link and
select the Add Quality Options
option.

12. Select Add Question.

(a0} estem T fus . conots) @

(EN = [ P () . |

Maurm e ossle 1

[ [
ot 3 Heptesk
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e SicptErshioton
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e Sippit Evaiation

Evsator e 2
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Qe

Qa2 rep0s:
Qs repDsk
Qs repDak
S Froren

Custaner Service Evaiation
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i i .

P

P

£ Question il o Crestry Je gt

P = opton: cxce sore 1 J O
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i
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Option: Fecr Seore: 1 2 @
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13. Enter or select the following
information:

e Question — Resolution
e Weight-50

14. Click Save. i

{oT0300) Ertem e 58 carsie} ©

A

15. Click Add Option to create our own
options.
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16. Enter or select the following
information:

e Option — Resolved

e Score-5

17. Click Save. . e

Qs repDek
Qs repDisk
Qs repDisk

IENEREREEENE NN

18. Click Add Option to create our own
options.
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19. Enter or select the following
information:

e Option — Not Resolved

e Score-0
20. Click Save. —
. o |
AN View Custamer Serviee Evalsation
i e S
o e T —
romen Ve Bickeke All Guetions
:: :: : 5 Question Htd hom: Gretra 208
j‘::::; - E Question Reschin Zok
— -] Option: Resalved score: 5 ga;m’lw
e -] Optiom: Tt Aeschved Seores 1 @4
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Example: Editing categories, questions, and options

1. Click the Evaluations tab and select
Form Designer.
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2. Select Customer Service Evaluation
from the Evaluations list and click
View.
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3. Click on the Customer Greeting
category heading.
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4. Select Add Question.

5. Enter or select the following
information:

e Question — Was the Customer
Service Representative polite
and attentive through out the

call?
* Weight-25 SR e

6. Click Save.
AT T v, g ) — - |
il Wiew | Customer Service Evalsation
“"""’”‘“:‘: . v'; Evabiates castomer servio s on thek professonalem g:min:::m
e bl "'m
. —_— * G o vep
Qe Help Dest. View
e we ] =TS I008 e
= = e s 208 e
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7. Hover over the Add Option link and

select the Add True False Options B
- P (I ) R I = o |

option.

[ | e )

s e e

s | b,
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0 195 e Yo M pie v (0 8
o i

Coeama Susport Evaetion B opoom e e £ SO

B optem Fe saoee: 0 J QR

8. Select the o (Edit) button that
corresponds to the Resolution
question heading.

9. Enter or select the following
information:

e Question — Was there an
acceptable resolution to the
customer’s issue?
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10. Click Save.
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11. Select Add Category.

12. Enter or select the following
information:

e Category — Attitude
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13. Click Save.

J—

e Wen Customer Servios valustion
e -
Customes Supoart Evshusber asciandfed. e Warmun scoee pocsise i 14
e
=] | et
A— o] =
e -l
— — ] T
e -
== " el 293
== ot o]
P Prra—
F—
el e I
B - -
= = -
e -
e

Lrsisstin [orm Templates.
[T ———

1 March 2017 Proprietary & Confidential 195
For Internal Use Only



SmartRecord v4.8 — Group Administrator’s End User Interface User's Guide

Example: Moving categories, questions, and options

1. Click the Evaluations tab and select

Form Designer.

2. Select Customer Service Evaluation

from the Evaluations list and click
View.

3. Click on the Customer Greeting
category heading.
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Click on the ¥ (Move Down) button
that corresponds to the “Was there an
acceptable resolution to the

Customer Service Evaluation
customer’s issue,” question. e -
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Example: Deleting categories, questions, and options

1. Click the Evaluations tab and select
Form Designer.
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2. Select Customer Service Evaluation [
from the Evaluations list and click “““;
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4. Click OK. s
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Example: Activating/Inactivating evaluations

1. Click the Evaluations tab and select

Form Designer.

2. Select Customer Service Evaluation

from the Evaluations list and click
View.

3. Selectthe & (Edit) button that

corresponds to the Evaluation Name.
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4. Click in the Active option box.

5. Click Save.

6. Selectthe o (Edit) button that
corresponds to the Evaluation Name.
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7. Click in the Active option box.

8. Click Save. e
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Example: Cloning an evaluation

1. Click the Evaluations tab and select
Form Designer.
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4. Click OK.

5. Select the o (Edit) button that
corresponds to the Evaluation Name.

6. Enter or select the following
information:

e Evaluation Name - Customer
Service Management
Evaluation

e Description - Evaluates
customer service managers on
their professionalism
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7. Click Save.
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Example: Creating an evaluation from the Evaluation Form Templates

1. Click the Evaluations tab and select R
Form Designer.

2. Select Customer Support e e e 1 e
Evaluation link from under the fm————

[ rime [ semstnn | e | s Jf 1 owneson |

Evaluation Form Templates heading.

Costomer Service Evaluation

3. Click OK. e e et e
Note: You can edit, delete, and add to the N o |
name, categories, questions, and options o
to suit your needs. 7
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Category: End Lo End Experience Jor
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Example: Releasing an evaluation

1. Click the Evaluations tab and select
Form Designer.

2. Select Customer Service Evaluation

from the Evaluations list and click
View.

3. Select Release Now.
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4. Click OK.
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Example: Managing evaluation types

1. Click the Evaluations tab and select ey
. {6MT-0300) ctom Tim (15 1 Canas) @
Form Designer. ) e o gy [ ome | o - |

ez s e
Qurter 3 o Desk
usterd oDk
SesPromnr

fiefefreirigeii
i

)
i

Lvsbeatin form Templates.
[r—r—

2. Select Manage Types.

3. Enter or select the following
information:

e Type — Help Desk
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4. Select Add Type.

5. Click Close.
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Example: Assigning evaluation types

1. Click the Evaluations tab and select
Form Designer.

2. Select Customer Service
Management Evaluation from the
Evaluations list and click View.

3. Selectthe & (Edit) button that
corresponds to the Evaluation Name.
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4. Enter or select the following
information:

e Type — Help Desk

5. Click Save. it
{onT-0309) samers T (05 8 ) ©
mmnm@m win
=== | s s et
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Example: Editing evaluation types

1. Click the Evaluations tab and select e

Form Designer. —
[ | i | seors | et | Evbabtina | oz | e © |

{err0399) saser T (v 8 arade) ©

2. Select Manage Types.

3. Select the Help Desk Edit link.
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4. Enter or select the following
information:

e Type — Customer Relations

5. Click Update.

6. Click Close. ) G ——==p

(647-03:00) Easters e (5 & Carads) @
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Example: Deleting evaluation types

1. Click the Evaluations tab and select ’ B
Form Designer. [ ——

sbeard  Form Desigaes

2. Select Manage Types.

3. Select the Customer Relations Delete
link.
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4. Click OK.

5. Click Close.
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Organization

The Organization tab is only available to Group Administrators. This is where Group Administrators will
add and maintain their Organization, Subscribers, Users, and Recording Policies.

Organization allows Group Administrators to create and manage a hierarchical structure of their
organization and/or department and its employees. While creating the hierarchical structure, Group
Administrators can assign Screen Recording access to each employee and their related subscriber.

The Organization not only displays the organizations hierarchy, but it also displays statistics regarding the
hierarchy. The Organizational Grid displays the total number of employees and departments in the
hierarchy, the top 5 employees, and the top 5 departments. The top 5 employees and departments are
ranked based on their number of incoming calls.

Note: For organizational purposes, it is best to create all employees and departments first and then
assign employees to the departments.

The Group will always appear as the top level "account" in the hierarchy structure. This account is created
automatically during the installation process or when the Group is created in the Administrative Portal.
The Group can have multiple Employees and/or Departments.

Employees are created under the Group and then assigned to Departments. The Employee level is where
you will identify Screen Recording access and criteria for Employees and their assigned subscriber(s).
Employees can have multiple Employees. When logged on to the application Employees can only see
other Employees that are assigned to them. Click on Employees (the top level of the employee hierarchy)
to display a list of employees that are not currently assigned to subscribers.

Note: You can also add a new employee from the top hierarchy level under the Employees and
Departments hierarchies.

To add a new employee, click on the Group and select the Add Employee link. If applicable, enter or
select the following New Employee information:

e Department - identifies the department to which the employee is assigned

Note: Employees can also be dragged and dropped under the applicable department once they
have both been created.

e Manager - identifies the manager to which the employee is assigned, if applicable
¢ Name - identifies the name of the employee

e Title - the employees title within the organization

e Description - a brief description about the employee, job title, etc.

e Shift Start Time - identifies the start time of the call handler's work shift

e Shift End Time - identifies the end time of the call handler's work shift

Click Update Employee. Select the subscriber to assign to this employee for screen recording by clicking
in the corresponding option box and click Assign Subscribers. To assign screen recording criteria, enter
or select the following Screen Recording Profile information:

e Company Network ID - identifies the log on ID of the domain used for screen recording (for
example: the Active Directory log on ID).

e Screen Recording Password - identifies the personal identification number (PIN) the employee
uses to access screen recording.
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e Recording Quality - identifies the quality of the screen recording image. The quality you select will
affect the size of the screen recording output. The default recording quality is Medium.

e Wrapup Time - identifies the number of seconds screen recording will occur after the call has
been terminated.

e Only Record Screen From - identifies a specific incoming number or numbers that should trigger
screen recording. For example: Every time the incoming number identified in this field this
subscriber, the system should record the employee's screen. The wildcard % (percent) can be
used in place of a number. A _ (underscore) is identified as a single character substitution. The ,
(comma) and ; (semicolon) can be used as delimited values if you would like to apply two or more
rules.

e Only Record Screen To - identifies a specific outgoing number or numbers that should trigger
screen recording. For example: Every time the outgoing number identified in this field is called
from this subscriber, the system should record the employee's screen. The wildcard % (percent)
can be used in place of a number. A _ (underscore) is identified as a single character substitution.
The , (comma) and ; (semicolon) can be used as delimited values if you would like to apply two or
more rules.

e Only Record Screen From Caller ID - identifies incoming calls from a specific person, people, or
place (the actual text part or ID) that should trigger screen recording. For example: Every time the
name or ID identified in this field calls this subscriber, the system should record the employee's
screen. The wildcard % (percent) can be used in place of a number. A _ (underscore) is identified
as a single character substitution. The , (comma) and ; (semicolon) can be used as delimited
values if you would like to apply two or more rules.

e Only Record Screen To Caller ID - identifies outgoing calls from a specific person, people, or
place (the actual text part or ID) that should trigger screen recording. For example: Every time the
outgoing name or ID identified in this field is called from this subscriber, the system should record
the employee's screen. The wildcard % (percent) can be used in place of a number. A _
(underscore) is identified as a single character substitution. The , (comma) and ; (semicolon) can
be used as delimited values if you would like to apply two or more rules.

e Percent of sessions to record

v"Inbound Percent of screen recordings to record for this employee. Range values are 0-
100%. The default is 100%.

v" Outbound Percent of screen recordings to record for this employee. Range values are 0-
100%. The default is 100%.

e Record Start Time - it may only be necessary to record for a certain time range during the day. In
this case, you can designate a specific time of day to begin screen recording.

o Record Stop Time - designates a specific time of day to stop recording in the event you have
designated a record start time.

e Time Zone - identifies the time zone in which the screen recordings will be recorded.

e Days of Week to Record - identifies specific days of the week on which to perform screen
recording for a particular employee.

Click Update Screen Recording Profile.

A Department can be characterized as a department or manger within the organization. Departments can
have multiple Departments and/or Employees. Departments, when logged on to the application, can only
see Departments and Employees that fall under them in the hierarchy. Click on Departments (the top
level of the department hierarchy) to display a list of departments with no employees assigned.
Employees can only be assigned to one department at a time.
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Note: You can also add a new employee from the top hierarchy level under the Employees and
Departments hierarchies.

To create a new department, click on the Group and select the Add Department link. Enter or select the
name of the department (can be a department name, manager’s name, etc.) and brief description about
the new department. Click Update Department.
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Example: Adding a new employee

1. Click the Organization tab and select
Organization to ensure that you are
looking at the organizational
hierarchy.

2. Click on the Employees folder and
select Add Employee link.

o vt J

Organization

¢
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Mame.
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i)
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acme
(1 Departments, 2 Employees)
Top 5 Departments (Last 30 Days)
Colls Department Hame

% [ et Deptment -

Add Employse | 4l Deprtment

Note: You can also add a new
employee from the top hierarchy level
under Employees and Departments
hierarchies.

3. Enter or select the following
information:

e Department — Default
Department

e Name — John Miller

e Title — Sales Support

1 March 2017

‘Screen Reconding Clies | Deskiop Notier | Archive Tool | Recest Alert | Quick Start | Change Password | Log 0FF

2

(GMT-25:00) Eastern Time (US & Canadz) &

iskzome, scme m

Upite Employee

Rl Per Page: 5 2|

Show Galy Subscrbers For This:
Employes Which Are:

el Desk Substrier

05 Wt Last

Screen Recanding Chest | Desktop Motie | Archive Tosl | Recent Alets | Quick Start | Change Password | Log Off

For Internal Use Only

P
(GMT-05:00) Eastem Time (US & Canads) &/
| Assigned Subscribers.
Emplayes Which Are
ot Assigned b the Empiyee ]
Proprietary & Confidential 221



SmartRecord v4.8 — Group Administrator's End User Interface User’s Guide

4. Click Update Employee.

5. Select a subscriber to assign to the
employee by clicking in the
corresponding option box.

6. Click Assign Subscribers.
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7. To assign screen recording criteria,
enter or select the following Screen

Recording Profile information:

e Company Network ID —
jmiller@ctigroup.com

e Screen Recording Password —

5678
e Recording Quality — High

8. Click Update Screen Recording
Profile.
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Example: Updating an employee

1. Click the Organization tab and select

Organization to ensure that you are
looking at the organizational
hierarchy.

2. Select John Miller from the

Employees list.

3. Enter or select the following Employee

information:
e  Shift Start Time — 08:00:00 a.m.
e Shift End Time — 05:00:00 p.m.
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4. Click Update Employee.
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Example: Updating screen recording options

1. Click the Organization tab and select
Organization to ensure that you are
looking at the organizational
hierarchy.

2. Select John Miller from the
Employees list.

3. Enter or select the following Screen
Recording Profile information:

e Recording Quality — Medium
e Outbound - 50
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4. Click Update Screen Recording

Profile.
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Example: Adding a new department

1. Click the Organization tab and select e e e
Organization to ensure that you are '

(0r7-2506) et e (58100} @
looking at the organizational [ e ] s [ e [ i | e Pt I |

hierarchy.

4§ eme
# ] Employees
> 8 samegonss

¥ aamesmith

b ] John Miter Updaie B
# ) Departments.
# (35 Default Department

§ scmoes

7 scmesmitn

8 John Maler

2. Select the Departments folder and
click Add Department.
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1 March 2017 Proprietary & Confidential

228
For Internal Use Only



SmartRecord v4.8 — Group Administrator’s End User Interface User's Guide

4. Click Update Department. e e
I ———
L}
(Organization Sales
i =
Q Descripton:
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Example: Updating a department

1. Click the Organization tab and select
Organization to ensure that you are
looking at the organizational
hierarchy.

2. Select Sales from the Departments
list.

3. Enter or select the following

Scraen Rscaeding Cient | Deskiop Notifer | Archive Tool | Recent Mers | Quick Start| Change Password | Log 0

y
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4. Click Update Department.
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Example: Searching for an employee or department

1. Click the Organization tab and select
Organization to ensure that you are

looking at the organizational
hierarchy.

2. Enter the following in the Search field:

e Search-Jo

3. Click the C“\ button.
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4. Enter the following in the Search field:

e Search - Sales

5. Click the q button.
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Example: Deleting an employee or department
1. Click the Organization tab and select

Organization to ensure that you are

(GHT-05:00)Extre T (15 . Comnd) &)

looking at the organizational
hierarchy.

2. Select John Miller from the
Employees list.

3. Select the ﬁ (Remove) button.
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4. Click OK.

5. Select Sales & Support from the

Departments list.

6. Selectthe ﬁ (Remove) button.
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7. ClICk OK. ‘Screen Reconding Chest Hm%\m'm\wm‘miihm—d‘m:
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Subscribers

Subscribers are assigned by the Administrator or Provider in the Administrative Interface when the Group
Administrator is created. It is then the Group Administrator’s responsibility to identify the recording and
retention criteria for each subscriber and then assign the subscribers to users via the End User Interface.
Recording and retention criteria includes: application features, call retention, and message retention, if

applicable.

Recording criteria includes the following:

Criteria

Definition

Subscriber Tab

Subscriber Identifies the subscriber. This information is
automatically entered by the application.

Description If applicable, provides a description for this
subscriber. For instance who it belongs to or where
it is located.

Time Zone Identifies the time zone in which the calls will be
recorded.

Languages Identifies the language pack or packs in which to

output audio mining speech packs. Language
options include the following: English (US), English
(UK), and Spanish.

Call Retention Tab

Do Not Retain Recording

Identifies whether or not recordings from this
subscriber will be retained each time a call occurs.
The recordings will be retained each time a call
occurs if a check mark does not appear in the
option box. The recordings will not be retained each
time a call occurs if a checkmark does appear in
the option box.

Only Record Calls From

Identifies a specific number or numbers from which
calls should be recorded. For example: Every time
the incoming number identified in this field calls this
subscriber, the system should record the calls. The
wildcard % (percent) can be used in place of a
number. A _ (underscore) is identified as a single
character substitution. The , (comma) and ;
(semicolon) can be used as delimited values if you
would like to apply two or more rules.

Only Record Calls To

Identifies a specific number or numbers to which
calls should be recorded. For example: Every time
the outgoing number identified in this field is called
from this subscriber, the system should record the
calls. The wildcard % (percent) can be used in
place of a number. A _ (underscore) is identified as
a single character substitution. The , (comma) and ;
(semicolon) can be used as delimited values if you
would like to apply two or more rules.

Only Record Calls Redirected From

Identifies a specific number or numbers a call was
redirected from that should be recorded. For
example: Every time the incoming number
identified in this field is redirected to this subscriber,
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Criteria

Definition

the system should record the calls. The wildcard %
(percent) can be used in place of a number. A _
(underscore) is identified as a single character
substitution. The , (comma) and ; (semicolon) can
be used as delimited values if you would like to
apply two or more rules.

Only Record Calls Redirected To

Identifies a specific number or numbers a call was
redirected to that should be recorded. For example:
Every time the outgoing number identified in this
field is redirected from this subscriber, the system
should record the calls. The wildcard % (percent)
can be used in place of a number. A _ (underscore)
is identified as a single character substitution. The ,
(comma) and ; (semicolon) can be used as
delimited values if you would like to apply two or
more rules.

Only Record Calls With DTMF Sequence

Identifies the number sequence, or DTMF digits,
entered by the user while a call is in progress, to
identify calls that are to be recorded.

Only Record Calls From Caller ID

Identifies a specific person, people, or place (the
actual text part or ID) from which calls should be
recorded. For example: Every time the name or ID
identified in this field calls this subscriber, the
system should record the calls. The wildcard %
(percent) can be used in place of a number. A _
(underscore) is identified as a single character
substitution. The , (comma) and ; (semicolon) can
be used as delimited values if you would like to
apply two or more rules.

Only Record Calls To Caller ID

Identifies a specific person, people, or place (the
actual text part or ID) to which calls should be
recorded. For example: Every time the outgoing
name or ID identified in this field is called from this
subscriber, the system should record the calls. The
wildcard % (percent) can be used in place of a
number. A _ (underscore) is identified as a single
character substitution. The , (comma) and ;
(semicolon) can be used as delimited values if you
would like to apply two or more rules.

Percent of calls to record

Inbound Percent of inbound calls to record for this
subscriber. Range values are 0-100%. The default
is 100%.

Outbound Percent of outbound calls to record for this

subscriber. Range values are 0-100%. The default
is 100%.

Record Start Time

It may only be necessary to record for a certain
time range during the day. In this case, you can
designate a specific time of day to begin recording
calls.
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Criteria

Definition

Record Stop Time

Designates a specific time of day to stop recording
in the event you have designated a record start
time.

Days of week to record

Identifies specific days of the week on which to
record calls for a particular subscriber.

Message Retention Tab

Do Not Retain Recording

Identifies whether or not message files from this
subscriber will be retained each time a message
occurs. The message files will be retained each
time a message occurs if a check mark does not
appear in the option box. The message files will not
be retained each time a message occurs if a
checkmark does appear in the option box.

Only Record Messages From

Identifies a specific number or numbers from which
messages should be recorded. For example: Every
time the incoming number identified in this field
messages this subscriber, the system should
record the message. The wildcard % (percent) can
be used in place of a number. A _ (underscore) is
identified as a single character substitution. The ,
(comma) and ; (semicolon) can be used as
delimited values if you would like to apply two or
more rules.

Only Record Messages To

Identifies a specific number or numbers to which
messages should be recorded. For example: Every
time the outgoing number identified in this field is
messaged from this subscriber, the system should
record the message. The wildcard % (percent) can
be used in place of a number. A _ (underscore) is
identified as a single character substitution. The ,
(comma) and ; (semicolon) can be used as
delimited values if you would like to apply two or
more rules.

Only Record Messages From Name

Identifies a specific person, people, or place (the
actual text part or ID) from which messages should
be recorded. For example: Every time the name or
ID identified in this field messages this subscriber,
the system should record the message(s). The
wildcard % (percent) can be used in place of a
number. A _ (underscore) is identified as a single
character substitution. The , (comma) and ;
(semicolon) can be used as delimited values if you
would like to apply two or more rules.
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Criteria Definition

Only Record Messages To Name Identifies a specific person, people, or place (the

actual text part or ID) to which messages should be
recorded. For example: Every time the outgoing
name or ID identified in this field is messaged from
this subscriber, the system should record the
message(s). The wildcard % (percent) can be used
in place of a number. A _ (underscore) is identified
as a single character substitution. The , (comma)
and ; (semicolon) can be used as delimited values
if you would like to apply two or more rules.

Record Start Time It may only be necessary to record for a certain

time range during the day. In this case, you can
designate a specific time of day to begin recording

messages.

Record Stop Time Designates a specific time of day to stop recording
in the event you have designated a record start
time.

Days of week to record Identifies specific days of the week on which to

record messages for a particular subscriber.

Until alternative recording criteria is selected, all calls and messages are recorded by default. To update a
subscriber’s recording criteria, click on the Subscribers tab and select the specific subscriber that you
wish to update. Make any applicable updates to the recording criteria on the Subscriber, Call Retention,
and Message Retention screen and select Update Subscriber to save your changes.

Features identify what functionality or features the user(s) assigned to this subscriber will have access to
in the End User Interface. Features can be assigned as feature packs or individual features. Feature
packs contain a subset of individual features. Individual features are also known as Application Features.
Application Features include the following:

Note: Depending on which Application Features were selected at the parent Provider level, some of the
Application Features listed below may not be available.

Alerting — allows the user to use the alerting functionality.

Archive to ISO — allows the user to archive selected calls as an ISO image file that can be stored
on a CD or DVD.

Audio Mining Advanced — allows the user to create audio mining packs and apply them to
recorded calls. Applied speech packs do not have a maximum number of active phrases.

Audio Mining Basic — allows the user to create audio mining packs and apply them to recorded
calls. Applied speech packs can only have a maximum number of 25 active phrases.

Call Annotation — allows the user to add comments and markers on calls to indicate where in the
call a notable event might have occurred. This allows other users to find a notable event in a call
and to mark it for future review with a comment.

Call Annotation File Upload — allows the user to upload and attach a file into call annotations.

Call Barge — allows the user to actively participate in a call that is currently taking place and
actively participate with both parties of the call.

Call CRM Integration — allows the user to upload recordings (call and message) to various CRM
systems (for example: SalesForce.com and Sugar).

Call Monitor — allows the user to listen in on a call without the other participants of the call
knowing.
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e Call Whisper — allows the user to listen in on a call and actively participate with the call handler
(selected subscriber), but not to the other party on the call.

e Categorization — allows the user to categorize calls into areas unique to their business such as
geographic region or customer satisfaction. These calls can then be filtered and reported on
based upon these categories.

e Classification — allows the user to set access permissions on a call. Calls can be assigned one
classification, and cannot be accessed by users without explicit classification permissions

e Clip Recordings in Progress — allows the user to record a clip of the call in progress.

e Comments — allows the user to add a description or notes to a call record in order to recall the
purpose of that recorded call at a later date.

o Desktop Notifier Client — allows the user to receive automated notifications of new incoming
alerts. It then picks up on what call the alert is associated with, and enables you to playback the
call, associate a category with the call, save the call (if it is still in progress), and write up
comments for the call.

e Email Links — allows the user to email recording (call, screen, & message) links.

e Evaluation — allows the user to access the call handler evaluation functionality in order to create
evaluations to assign to recorded calls.

o External Call ID - allows users to associate an external call ID to a clip recording.

e FTP File Access — selecting the FTP Access option box will allow the Group or User to FTP into
the system to download any recordings that belong to them. The following is an example of why
the FTP option is beneficial: if you are notified that recorded calls are going to be deleted, you
can use FTP to access the calls to be deleted and download them to a permanent directory at
your location.

Note: Once FTP recordings have been downloaded to a permanent directory, you are able to find
to them for as long as you retain them. All tags (with the exception of comments and
attachments) are attached to the files to allow you to view and listen to recordings in the original
state as downloaded from the application.

e Messaging — allows the Group Administrator to select and enable messaging functionality for
employees.

¢ Mobile Access — allows the user access to the mobile applications.
¢ Reporting — allows the user to see reports in the end user interface.

e Screen Recording — allows the user to access the screen recording functionality in order to view
and play back screen recordings.
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Example: Updating a subscriber

1 1 1 Archive ool | 1 s | Log0F
1. Click thg Organization tab and select e
Subscribers. (o450t o i ©
— = |
‘n'ud-ua Subscribers. Hhu@j
rr—— e
[wn ) |
[ 7535000 edension 1400
F 37SS5I00L
F 3175351002
() n7sssIOE
[ F7TSII004
() 75005
[ IUTSIS006
F 3175351007
[ 733008
() 7351008
[ — T
Copy Subscriber Detaik Imlshh_p@

2. Click on the subscriber for which you
wish to update the recording criteria.

3. Ifitis not already selected, click

Subscriber.
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4. Enter or select the following
information:

e Time Zone — (GMT -06:00)
Central Time (US & Canada)

5. Select Call Retention.

6. Enter or select the following

information:
e Record Start Time — 07:00:00
a.m.

e Record End Time — 07:00:00 p.m.

Only Record Calls From:
Only Record Cals Tox 1

Oy Record Calls Redrected From:
sl Record Calls Redrected To:

Only Record Cals Wath DTHF Sequence.

Osly Recond Calls From Caller -
Only Record Calls To Caller -

Percast of cals o recoed
Inbounc:

o ]
ouponiion |

Record St Teme:

Record End Time: AN

Days cf wesk s racord

Sunter: 7 Mondoy: 7 sty 7 Wdoastar: ¥ Tty odgs 7 Surdey: &

Do Mot Retain Recording: [

Only Recond Cals From:
Oy Record Cals To:

Oy Record Cals Redrected From:
‘Only Record Cals Redractsd To:

oy Racod Colt it UM Seence [

‘Only Record Calls From Caller ID:
Only Record Calls To Caller =

Parcan of cals o ecord

P ——
Obound:[100 |

Record Start Tme: o7:00:00 |
Record End Tme: [TT00:00 |

Days of mesk o record

Sundar: 7 Monday: 7 Toestay: 7 Wednestap: ¥ Thurstay: ¥ fiday: ¥ saturcay: ¥
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7. Select Message Retention.

Do Not Retzin Recording: [~
Oy Rseord Msssages From:
(only Rscard Messages T
Oniy Record Massages From Name:
Only Razord Massages To Name:

P ey T
T —

Days of wesk 1o racord
Sondr © wendsy 7 Tt B Wednesne B Thumise B iy 7 cameiay ©

8. Enter or select the following
information by clicking in the
corresponding option box:

Do Not Retsin Recording: [~
e Tuesday B —

Oniy Recond Mesages Te:

oy Rncord Misssagas Fram Name:

e Thursday plsatitos
o —

Days of week & record
sunday: 7 onday: 7 Tuescay: T Weshestay: ' Thusday: T poday: 7 satueday:

9. Click Update Subscriber. i T et 0 =
. |
‘n.uﬂ-us ‘Sebscribers: H:hl;@ij
‘ -u%l_lg [
[ JUTFSI000 edenson 100}
| ITSSSI00L
24 ItTsssion:
[ T
[ FTSISI00
| 3msssIons
[ ITESI00E
| ITSSSI00T
24 IATSSSI00E
[ TS0
[ rE—TT
Copy Subscriber Details hﬁhm@
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Example: Adding a description to a subscriber

1. Click the Organization tab and select S Ot e Tt e el 8
Subscribers. e

e e [

Copy Subsriber Detais ResasPe P 115

2. Click on the subscriber for which you
wish to add a description.

Desgbon: ]
T Zone: [ [GHT-05:08) Exer T (U5 & Canadi) =)
Appication |
Lange=ge 7 Engish (uned statzs)
¥ Engish [uned Kingdim)
P Spanish es)

3. Enter the following information:

e Description — Help Desk

Subscriber
=
Time Zoo: [GHT050) Easarm Tre (B o) [7] -
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4. Click Update Subscriber. The e i e Tt e it et 5
description will appear under the ——eah
Number column in place of the 0 £ S e e . o |
number. ]

oy Sk Bt subscrbers R s g 11 2]
Do Mot Retzin Recording Sebscriber Descrption
- s

TSANG Hep Desk Subscrter
Eroat
17SSI0NS
a17SSSI0NG
317SSI00T
317SSI0NG
3173008

FistPrev | o3 Mt Last

Copy Subsciber Debils Resits P Page: [ 10
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Example: Excluding a subscriber’s calls and messages from being recorded

1. Click the Organization tab and select

Subscribers.

2. Click on the subscriber that you wish

to exclude from being recorded.

3. Select Call Retention.

Rrchive Tool | Recent Rerts | Qic | Log 0
{6M0-0500) o T (05 o) &
P |
‘n'.luld-lﬁ Subscribers. Hhu@j
Ds ok Retin Recording Subsciber Descrgbon
‘ I 5 | | B
[ 3175551000 oéenson 1003
K a0
| | ursssion:
F 3175531005 Hep Desk Subscriber
| | pr
B rsssmons
[ FATI006
K st
| | uzsssione
[ FTSsSI00
bl d3netim
oy Subscriber Deails mv«m@

e R |
Time Zone: [[GHT-05:00) Exstam Time (58 Comad) _ [5]
tanguages 7 Engih (Untes Sates) [
¥ Engish (unted Kingdom)
" Spanish (Mexcn)

Do Not Retain Recording: [~

Only Recond Cals From:
Oy Record Cals To:

Oy Record Cals Redracted From:
Only Record Cals Redractad To:

oy Record Cll ith OTME Semnca |

Only Record Cals From Caller ID:
‘Only Record Cals To Caller I+

Parcentof cas o recond

bound:io0 |
otound: 0|
Record Start Time:
Record End Tme:
Days of week to record
Sunday: 7 Moncay: ¥ Tostay: ¥ Wednestoy: ¥ Thustay: ¥ midey: ¥ saturday: ¥
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4. Select Do Not Retain Recording by
clicking in the option box.

5. Select Message Retention.

6. Select Do Not Retain Recording by
clicking in the option box.

Do Not Retain Recording: 7

Oy Record Calls From:
Only Record Calls To:

rly Recard Calls Redirected From:
Oy Record Calls Rediracted To:

Only Recard Calls With DTHE Sequence.
(el Record Calls From Catlr ID:
Only Racord Calls To Caller ID:
Parcant of ol o racord

et |

Oubowniit |

‘Record Start Tene:

Record End Tene:

ays of mesk bo record
Sunday: 7 tonday: 7 Tusstay: 7 Wednesday: 7 Thursday: 7 fidey: 7 satunday: ¥

D Mot Retain Recording: [~

Orly Resord Massages Fram:
Oniy Recond Mesages Te:

‘Oniy Record Messages From Nam:
Oy Recond Messages T Name:

Fecord Stat Tene: [z00ma |
Record End Tee: (10000 A |
[——

Sunter: 7 Monder: 7 Tomstays 7 echasiors ¥ Thorstays ¥ Fdeps ¥ Sotartey:

Do Mot Retain Recordng: 7

(Only Record Messages From:
Oy Razord Wzssages Te:

Omiy Record Messages From Name:
e ——
P I —
[ e —
f—
Cuniay: ¥ Moty Tusstay: ¥ Wacnastays B Thursdap ¥ Frtayr ¥ Saburdy: ¥

1 March 2017

Proprietary & Confidential

For Internal Use Only

249



SmartRecord v4.8 — Group Administrator’s End User Interface User's Guide

7. Click Update Subscriber. A check SR B i At 0 5| o e 8
mark will appear in the Do Not Record .o
option box on the Subscribers tab. [ e | oo | s | s | e | rantin - |

L}
(Cop Sl B Seksaders s P Page 10 5]
Dolhtlah-!enﬁ-n Subscriber Descrpton
2l

37551000 extension 1809

3r7sssi00L

F m:sswoz Help Desk Subscriber
| § 3175551004
[ | 3175551005
FrstPrey 1 o INextiant
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Example: Assigning/Unassigning feature packs and features to subscribers

1. Click the Organization tab and select
Subscribers.

2. Click on the subscriber that you wish
to assign/unassign application
features.

3. Click in the option boxes of the feature
pack(s) and/or application features
you wish to assign or unassign.

A check mark means the application
feature is assigned. An empty option
box means the application feature is
unassigned.

1 March 2017

Copy Ssbscrber Detals

Do Mot Refsin Recording

1]

AmEmAAA A=A A

Copy Ssbscrber Detals

‘Screen Recording Chent | Deskiop Notifhe | Achive Tool | Recent Alerds | Quick Saet | Change Passwerd | Log OFF

)

(EMT-1500) Easter Tame (U5 & Canads) &

welcome, acme m

Subscrbers [

‘Subscriber Desarition

37551000 exession 1080
aursI00L
ursssion
317551003 Help Desk Subsciber
7551004

751083

sr3ssi0n
awr3ssion
so3ssion
s3si08

Firt P o3 Mext Last

Sebscrber | Call Retention

Message Ratention

Scree Recording Client | Desktop Nother | Archive Tool | Recent Alers | Quick Start | Change Password | Log OFF
P

fime (us & Canada) &

Subscriber Information

[T

Sebszriber

Call Retention  Message Retention

Screen Recerding Client | Deskiup Motifier | Archive Tool | Recent Alerts | Quick Start | Change Password | Leg Off
5 B

Fime (US & Canada) &

... IR

Subscriber Informatian

5]
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4. Click Update Subscriber. i O iy i o ] QG ] 8
i i i (mm}mr—mnm)a
[ [ s [ s [ s | oo [t —_— |
CopyScrber Dt Sabscribers. mmngﬂ
Do Not Retain Recording. ‘Subscriber Descripbon
[ ] 3175551000 exension 100)
[ § 375551001
[ ] 3175551002
LS 3175551003 Filp Desk Subscriber
E 3SSSI004
[ 3175551005
B 375551006
[ 3175551007
| 37551008
F 3175551003
Ftbrevi  d3Nemia
Copy Subscriber Details Resits PerPages[10_3]
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Users

In order to view recordings, Users must first be added to the application and have subscribers assigned to
them. Only the Group Administrator has the ability to add new Users to the application. When a new User
is added, the application will automatically email them a temporary password. Users logging in for the first
time will be redirected to the expired password dialog to reset their password to something more
meaningful and within the company’s rules for a valid password. The rules for a valid password are
displayed as text on the expired password dialog. The dialog will also display a message identifying the
strength of the selected password. It is encouraged that all passwords meet the Excellent strength level.
Strong vs. Weak passwords are described by the following:

e Weak password - no password at all; contains your user name, real name, or company name; or
contains a complete dictionary word

e Strong password - at least seven characters long; does not contain dictionary words, letter or
number sequences, usernames, relative or pet names, romantic links, or biographical information;
does not contain a complete dictionary word; is significantly different from previous passwords;
contains a combination of uppercase, lowercase, numerical, and symbol characters; and is not
the same password used for multiple sites or purposes

In the event a user forgets their password, they can come to the Group Administrator at which time their
password can be reset from the User Maintenance screen. The application will automatically email them a
temporary password. Upon logging in, users will be redirected to the expired password dialog to reset
their passwords.

To add a new User, click on the Users tab. Click on the Add New User link at the bottom of the User
Maintenance screen. Enter the applicable Profile Information. Scroll through the list and select the
Subscribers that you wish to assign to this User by clicking in the corresponding option boxes. You can
also filter for specific subscribers by enter the first few digits of the subscriber in the Filter dialog box.
Designate whether or not this user is a Group Admin by clicking in the option box. If Group Admin is
selected, determine whether or not they will automatically be assigned new subscribers by clicking in the
option box.

If Group Admin is selected the Admin User Tasks section will appear. By default, all Admin User Tasks
are activated or selected for this user. You can deselect tasks by clicking in the applicable option box.
Admin User Tasks include the following:

e Delete Calls — allows Group Administrators to delete calls from the Recorded Calls tab.

e Edit Users — allows Group Administrators to create and edit new and existing users in the End
User Interface.

e Edit Organization — allows Group Administrators to add, edit, and delete employees and
departments within the organization structure.

e View Screen Recordings — allows the Group Administrators to access the screen recording
functionality in order to view and play back screen recordings.

e Access Audio Mining — allows the Group Administrators to create audio mining packs and apply
them to recorded calls.

e Access the Recycle Bin — allows the Group Administrators access to the Recycle Bin tab to
recover, download, or permanently delete calls in marked for deletion.

e Edit Subscribers — allows the Group Administrators to edit the recording criteria and application
features of subscribers assigned to users.

o Edit Recording Policies — allows the Group Administrators to view, create, and edit recording
policies.

e Access Evaluations — allows the Group Administrators access the call handler evaluation
functionality in order to create evaluations to assign to recorded calls.
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e FTP Access — allows the Group Administrators access to FTP into the system to download any
recorded call files that belong to them. The following is an example of why the FTP option is
beneficial: if you are notified that recorded calls are going to be deleted, you can use FTP to
access the calls to be deleted and download them to a permanent directory at your location.

o Manage Classifications — allows the Group Administrators to designate which classifications a
user has access to.

Some Admin User Tasks may not be available if they were not selected as an Application Feature when
the primary Group Administrator was originally created. Additionally, even if a feature was selected at the
parent level in the Administrative Portal, deselecting that Admin User Task for this Group Administrator
will override the Application Feature functionality. The Group Admin functionality is useful in situations
where a company needs a person or authority figure to monitor the activity of all users, but doesn’t need
them to have full functionality. Essentially, a read-only Group Administrator. Click Add User to save your
changes.

Note: The primary Group Administrator is automatically assigned all subscribers.

User Alerts displays a list of alerts created specifically by the user. Group Administrators have the ability
to see the list of alerts for all users regardless of whether their subscribers are assigned to them or not.
User Alerts allows Group Administrators to temporarily disable alerts that might be high volume,
disruptive, or unapproved, by user. You can enable the alert at any time or go the Alerts tab and edit or
delete the alert as necessary. To disable Alerts by user, click on the specific user for which you wish to
disable an alert. Locate the alert under the list of User Alerts and click Disable.

By default, the primary Group Administrator is the original Group Administrator created by the
Administrator in the Admin Portal and appears in the hierarchy tree. However, you can reassign the
primary Group Administrator by clicking on the user you wish to make the primary Group Administrator
and clicking on the Make Primary Admin link.

Using the Restrict User Access to Certain IP Addresses functionality restricts access of the users based
upon their IP address. For example: if the Administrator enters the IP address of a Group and saves it,
only that Group and their Users will be able to access the application from that IP address. Therefore, if
User’'s were to try to access the application from home, they would not have access because it is not an
IP address accepted by the application. Keep in mind that restricting user access to a certain IP address
affects all users. To restrict a user’s access, enter the IP address. IP addresses can also contain wild
cards. For example: if you want to restrict a user’s access to all IPs at 123.456.78 you would add wild
cards to the end of the value to appear as 123.456.78*.
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Example: Adding a new user

1. Click the Organization tab and select p— :

Users. (er4320) st Time (051 Conade) 8

. " |

2. Select the Add New User link from
the bottom of the User Maintenance

page.

3. Enter the following information about
the new User:

e Login ID — enter your first initial
and last name (for example:
efink)

e Email Address — enter your email
address

e Contact Name — enter your name

Al | Mone | Togge
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4. Select at least one subscriber to
associate with the User by clicking in
the corresponding option box.

5. Click Add User. [P —
e —]

(G150 Exsters T (05 . o)

- |
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Example: Editing/updating a user

1. Click the Organization tab and select
)

Users. PR v

P |

2. Select the User that you just created
and click on the User Name.

Deletz User | Reset Password | Mae Primary Admin.

3. Update the following information about
the new User:

e Company Name — enter your

Groep Adin: skt [ | 7SSO0
company name P s € Dema
e Group Admin —click in the -
. Access the Recyde Bin
option box. C—
7 it Recending Palcies:
. . ¥ access Evluations
e Automatically assign new Ermce
subscribers - click in the option _—

box.

Delete User | Resst Password | Make Primsary Admin
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4. Click Update User.

CEE
(mmr--r-nm-ﬁ).

[ T [ome [ e e .

5. Select the User that you just created
and click on the User Name.

‘Sobscribers *
] Rl ).
‘Enail ddress: [t @chgroup.com. | T sosssiom

‘Company Name: |ABC Compary ML

v —————

Ml | Mone | Teggle

Admin User Tasks

7 accass the Recyce B
Fest subscrbers

W Edit Recoeding Poices.
7 access aiations

P rpacess

User Alerts

Delete User | Reset Password | Make Primary Admin
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6. Deselect the following Admin User
Tasks by clicking in the corresponding

option boxes:
e Access Audio Mining
e FTP Access

7. Click Update User.

Profile Iaformation
Wotmeet |
ol pddess: smdhohgopon |
Coact o icardseith |
ConpangHome: MCCompary |
[E Ty ———————
T A s | T

admin User Tasks

7 cess the Recyde in
¥ it Subscibers

¥ Edit Recarding Poices.
¥ hecess Evautions:

T Fp pccese

User Alerts

et ser | Reset Password | Make Primary Admin

Organization

| Archive Tool |

tﬁﬂmumrmuslhﬂo

Jryve—

A e Usar

. " |
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Example: Resetting a user’s password

1. Click the Organization tab and select
Users.

2. Select the User that you created
earlier and click User Name.

3. Select Reset Password.

| Archive Tool |

{o4300) st Time (051 o) 8

. |

Dlete User | Reset Password | Make rimry Admin

Profle Information
it

Contact Neme: Richard Smith
Comgany Name: [ABC Company
G Adin: 7 sicly ssign nom sborbes: |7 | 3UTSSS1002

Al | Wone | Toggle

dmin User Tasks.

7 ocess the Ry B
F et subsoipes
F &t Recardng Poces

Delete User | Bt Password | Make Primary Admin
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4, Click OK. S Ao it | oo Nt | v Tol | ot ot | Qi | CrangePsswo | g O
Seardh... _P
o {6P-€300) Easton Tame (05 8 Cnz) &
[ T e | e ] it "
S tserbame il Address [R—— Company Name Locked 0ot
| { [ ] e |
F o oome L ] [ ]
F testyonp sapldgupon  Ted Gy st group company ]
T aomeomes raEgdE.on ']
F rith rithBchgroup.com  Richard Smith 480 Company |
Pl b
in 19 Addresses | i Mo sar
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Example: Restricting user access to certain IP addresses

1. Click the Organization tab and select p—
Users.

(Gem. P

(G150 Exstorm T u5 1 Canzts) &)

P " |

2. Select the Restrict User Access to
Certain IP Addresses link.

3. Enter the IP address to which the
users are restricted.

) e

Chse
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4. Click Add Address.

b i

Cose

5. Select the Close link to close the ! .
Restrict User Access to Certain IP o —

(©10508) Exter ime (o5 o) &

Addresses dialog box. . ' _— " |

6. Select the Restrict User Access to
Certain IP Addresses link.

o} ot e

Oose
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7. Selectthe @ (Remove) button to
remove the restriction.

8. Select the Close link to close the
Restrict User Access to Certain IP
Addresses dialog box.

TS ]

(©10508) Exter ime (o5 o) &
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Example: Deleting a User

1. Click the Organization tab and select |
Users. T S—

(mmmr-(lslhh).

2. Select the User that you created
earlier and click User Name. —

o s 7 oy s v b 7 L 7SS0
| Mone | Toggle

Admin User Tasks

7 access the Recyce B0
F et subscrbers

¥ Edt Recxeting Polices
7 access Bvaaations
Crmaces

User Rlerts.

Delets User | Reset Password | Make Prmary Adsin

3. Select Delete User.

‘Contat Name: Fchard it

Cumpany Name: 4B Company

Group Admin: 7 Automatically assign new subscibers: [ T swrsssine

| Mone | Tosgle

derin User Tasks

¥ access e Recyde 8n
¥ et subscibers
F et Recurding Poces
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4. Click OK to the confirmation

Seresn Recoeing Client | Desktop Ntifier | Archive Tool | Recent Nlets | Quick tar | Change Password | Log OFF

message. CM

(GHT-1500) Estr T 15 Cnade) |
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Recording Policies

The Recording Policies tab is used to create and manage recording policies. Recording policies are
needed to meet the Payment Card Industry Data Security Standard (PCI DSS or PCI Compliance). PCI
DSS is a set of requirements designed to ensure that all companies that process, store, or transmit credit
card information maintain a secure environment.

Note: Pausing or resuming a recording will automatically create an annotation for the call.

To ensure compliance, when the credit card number is read over the phone and/or entered on screen, the
PCI Compliance feature disables the call and/or screen recorders briefly via recording policies. Recording
policies define the criteria that enable the pause and resume triggers. Call and/or screen recording can be
paused and resumed using the following triggers:

¢ In-focus Window Title Text — if the window that is in focus matches the title text criteria trigger
pause or resume.

¢ No In-focus Window with this Title Text — if a window that is not in focus matches the title text
criteria trigger pause or resume.

e Any Window Title Text — if any window that, in focus or not, matches the title text criteria trigger
pause or resume.

o No Window with this Title Text — if none of the windows match the title text criteria trigger pause
or resume.

o DTMF Digits — if a series of digits entered manually match the DTMF value criteria trigger pause
or resume.

¢ On Demand - if the Pause or Resume button is selected from the Calls in Progress tab, trigger
pause or resume.

o API Call —if the trigger criteria are met using an externally created API method, trigger pause or
resume.

Recording policies can be defined at any level of the hierarchy in the Administrative (Administrator,
Provider, and Group) or End User Interface (Group, Employee, and Extension). Recording policies are
inherited from parent nodes and are read only when inherited. Because only one recording policy can be
active at a time each child node has the ability to break the inheritance by defining their own recording

policy.

Note: At any given level in the hierarchy, if a recording policy is defined, that is the recording policy that
will be used for audio and/or screen recording. If a recording policy is not defined at the Provider, Group,
Employee, or Extension levels, the system will look to each parent node for an active recording policy to
inherit on behalf of the child node. For example: if the Extension level does not have a recording policy
defined, the system will look to the Employee for an active recording policy to inherit. If the Employee
does not have a recording policy defined, the system will then look to the Group for an active recording
policy to inherit. The system will continue to look to the parent nodes to inherit an active recording policy
from all the way up to the Administrator.

A recording policy can have multiple triggers and/or policy sections. Policy sections contain the pause
and resume triggers. A policy section can have multiple pause and/or resume triggers. When multiple
triggers or policy sections are present, a resume trigger must be met for each pause trigger that is met.
For example: a recording policy has three policy elements: policy element 1, policy element 2, and policy
element 3. Recording is paused when policy element 1’s DTMF Digits and policy element 3’s In Focus
Title Window pause triggers are met. To resume recording, both policy element 1 and policy element 3’s
resume triggers must be executed.

Note: Auto Resume is an additional trigger that will resume recording after a certain amount of time
(identified in seconds). If there is a value present in Auto Resume Time, this setting overrides all resume
triggers defined in the policy element.
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To add a new recording policy or policy section click Add Policy Section. Under the Pause Triggers
section, click Add Trigger. Select the trigger type from the Type drop down list. If applicable, enter the
value or criteria that will enable the trigger. A value is required if a * appears next to the Value field.
Identify whether this trigger pauses call recordings only, screen recordings only, or both by selecting a
value from the Manages drop down list. Repeat the same steps for the Resume Trigger if necessary or
enter a value in the Auto Resume Time field. To add another policy element to the recording policy, click
Add Trigger under the Pause and/or Resume Triggers section(s). Similarly, to add another Policy Section,
click Add Policy Section. When you have finished creating the recording policy, click Update Policy.

Note: While recording policies must have a pause trigger, a corresponding resume trigger is not required.
If a resume trigger is not defined, once a call or screen recording is paused, it will not resume.

Hierarchy Level Interface Inherits From
Administrator Administrative
Provider Administrative Administrator
Group Administrative & End User Group, Provider, or Administrator

Since a Group can be created as a child
node under another Group, it is possible to
inherit a recording policy from a parent

Group node.
Employee End User Group, Provider, or Administrator
Extension End User Employee, Group, Provider, or

Administrator

The Recording Policy is Enabled option is used to disable and/or enable recording policies. Just keep in
mind that if a parent node disables a recording policy, the recording policy will also be disabled for any
child nodes currently inheriting that recording policy. Recording policies can be enabled and/or disabled
as often as necessary. To disable a recording policy, click in the Recording Policy Enabled option box to
remove the check mark. For example: to disable a recording policy for the Group and all associated
Employees and Extensions, click in the Recording Policy Enabled option box found at the Group level.

Note: Recording policies can only be disabled at the level where the recording policy was created.

Because inherited recording policies are read only, in order to “disable” a child node’s inherited recording
policy, the inheritance must be blocked. Blocking recording policy inheritance creates an empty recording
policy and is useful when a specific child node does not need a recording policy. To block recording policy
inheritance, click on the Block Recording Policy Inheritance link. Select Yes to the confirmation message.

Note: The Block Recording Policy Inheritance link is only available if a recording policy is currently being
inherited. Once a new recording policy has been defined, the link will no longer be available and will only
be available to child nodes inheriting the recording policy.

Similarly, because inherited recording policies are read only, in order to update or create a new recording
policy at a child node the current recording policy must be copied and then updated. To edit or create a
new recording policy at the child node level, click Copy Inherited Recording Policy to enable the
Recording Policy fields. Make the necessary edits or additions to the recording policy and click Update
Policy.

While recording policies can be deleted, keep the following in mind:

e Deleting a recording policy at a parent node will delete inherited recording policies for any child
nodes as well.

e Depending on the parent node level the recording policy is deleted at, the child nodes will look to
inherit an active recording policy from the higher level parent nodes. The same is true if the
recording policy is deleted at the child node level.
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Example: Adding a new recording policy

1. Click the Organization tab and select

Recording Policies.

2. Click Add Policy Section.

3. Select the Pause Triggers Add
Trigger link.
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4. Enter or select the following
information:

o Type-DTMF

Group Policy Sebection

e Value —*1234 prie,
» § Employees

. 4 i Subscribers
e Manages — All Recordings s
3175551001
3175551002
3175551003
3175551004
3175551005
3175551006
3175551007
3175551008
3175551009
3175351010
§554200990
5534209991
5554200992
3534200993
534209084
554200995
534209996
5554200997
5534209998

Sereen Recoeding Client | Desinp Notifer | Archive Tool | Recant Alests | Quick Stast | Change Passward | Log OFF

(011510 st o 5 ) |

o |

Recording Policy Properties
Recording Policy Secions
Pause Trggers E
[ vee | Mo
m‘mwrnms =l |Fz |lleardns -
A Trgger
Resume Togges
AddTrgger
Addied Sefings
futo Resums Teme insecundsli ||
Remore Policy Secton
]
¥ Recanding Palcy is Enatled. Add Policy Secton

Warting: You have unsaved changes inthis Becordng Pokcy.

Seah P

5. Select the Resume Triggers Add
Trigger link.

3175551002
3175551003
3175551004
3175551005
3175551006
3175351007
3175551008
3175551009
375551010
555420550
5554200081
5554200980
555420958
5554200084
555420555
5554200806
5554209997
55540858

Sereen Rexariing Cien | Deskiop Notifer | Archive Tool | Reent Alerts | Quick Start | Change Password | Log 0FF
E P

(GMT-65:00) astrn Tim (15 & Camaie) &

[ * |

Pase Trggers 4
[1me v | managec
nggz‘nmrmn =l |[E= ‘Hmrﬁnﬁ 3
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Delete. ‘ In-Focus Window Tite Teit =l | ‘ Gall Rerrdings 5
Add Trsger
Addonl Setngs
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ey sein)|
¥ Recmdng Pekcy s Enatied Add Py Section

Waming: You bave unsaved changes nthis Recordng Py

6. Enter or select the following
information:

e Type-DTMF

e Value — 4321* e R—
b 1 Employees

e Manages — All Recordings e

3TS5I00L
37551002
37SS51008
3755100
317551005
317551006
37551007
3175551008
3755100
37551000
5554209990
5554209951
S54209952
5554209993
5554209934
5354200085
5554209996
5554209957
5554209938
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. |
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7. Select the Pause Triggers Add e e e et

Trigger link. P ——
' [ |

Group Policy Selection Reconding Policy Popesties
o @ hcmel Recuing Poicy Secouns

» oo — 5

4 g Subscribers Type S r—
3T o= | D D ] o oo B
s Delete |[1n-Focus Windsw TEe Text = Gall Rerortings |
sy —
apsssIe: U
TSI e [vse [
Buast o ‘ e ] = ‘ ]
ITSESI0G i Trigger
Busstig ddmonal Setings
asssIE o Resme Time i szcods: [
3175551009 Remove Policy Section |
Brastit) [ S— pr—
555400000
0L Waming: You have unsaved changes in this Recording Poiiy. Delete Poiicy | Update Policy
ss50002
355400082
S5
5550200005
55540996
ss500087
s554098

8. Enter or select the following e e o e

Sead

information: R ——
. |

e Type —In-Focus Window Title P I

‘QE Pesseding Paliy Sechicns.

e Value — Money Merchant e == = e 7

31000 = = e [T
H 3

e Manages — Screen Recordings . e B
Bt Resme Trgges -
375551004 iee [vae | mamages
3175551005 Dekete | [DTHF Digis. = =5 M Recordings ]
3175551006 Add Trgger
SATSI00 Adgtns einge o
s st Resume T o seonis ||
75551008 Y
3175551010 % Recorting Polcy s Enabled Add Policy Section
55209890
s554200081 Warin: You ave uesoved hanges i s Recadng Po, Dsee oy | Update Py
sssu0002
ss5209988
sssu000e
5520985
s554000096
554200007
sssao0ae8

9. Select the Resume Triggers Add e

Trigger link. PST———

—
T i s e e Y ...

Group Policy Selection Reconing Policy Properties
o §teme] Recuring Poicy Secoms

»  Emplogess —— =

+ B Subscibers e vaiue Manages
s Deiets | (0T Dgs =l Fum Mrsurings 3]
o e | o o e Tz ] e Herdart [Soem perings 5]
psssI ]
TSN —
asssI0 e Vaiue —
St oles | o D5 ] ot Moo =
s Deiets |[In-Focs Wndsw Tk Tez =l Gl pecodng 2
apsssI0T T
3175108 rT——
3175551009 Ao Resume Time in secunds): ||
SIS0 Rameve ol Secton |
SssazozEE 7 Reconing Py s Ensbed A Polcy Section
355400081
AL Waring: You have unsaved changes i bis Becordng Pokcy. Delebe Poicy | Update iy
ss50002
te= N
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5554200006
sty
5554200008
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10. Enter or select the following P e
information:
e Type — On Demand
.  Selection ‘
e Manages — Screen Recordings e — E— |
b ] Emplayees =
@ i Subscrivers |,__ Voo |__5
e ‘-_ e 3 = | [t 3
3175551001 D || THe Tt i ‘ 1r =1
7EsI00 E-'i: valoe: |-qs
S Dokt | (DT Dighs =] =S ] Ao )
iﬁﬁ o 20t SR T =)
3175551008 Addiona Selings o
375551000 iy Rasume Tame (i secends): [
3175551010 Remove Policy Section i
S R —— oy S
s Waming: You hare unsaved changes in i Reconing Py Deletzpoicy | Update Py

11. Click Update Policy.

12. C||Ck OK. ‘Screen Reconing Ches | Desicop Motsfer | Arhive Too! | Recert Alerts | QuiciStat | Change Password | Log OFF

i ==
s e EES )

Deletz | On Demand

s Adional Setings
3175551008 Ao Resame Time (i seconss): ||

I Recondin Policy s Enabled Add Py Section

55542095
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Example: Adding a new policy section

1. Click the Organization tab and select S B Bk e TRt k5GP

Recording Policies. O ——r
- wsm,m

s Deiets | BTHF D =l E= Al Rzacdng 3

B ) Delets | In-Focus Window Tk Tet = [Hamey Merchant ]
awsssIon ]
3TN0 P—

3175551004 e ||,* [—

St Dl | e ] = Hreoios ]
3TSESI00G Y e = I |
aTsSsI0T prr—
3751008 rTe——

3175551009 At Resame Time (i seconds): ||

S1sSI00 Famas Py Sacton
S I7 Recedin Poicy s Evabled Py Secton
3554200081

AL Delete Policy | Update Polcy
5554200082

S5

s55400985

5554200086

sssa09T

5554200008

2. Click Add Policy Section. o e st O
(Wmlﬁﬁulr-elmi(xd:)_a

[ |

Group Pobicy Selection. Riccording Policy Properties
. QE Racuring Poicy Secsans

» ] Employess Dekte ‘ I Focus Vindow Teke Tet = | oney Merchant ‘ 2 5

4 faSubscibers AddTriger
375100 Fesume Trgges
asssien [1me Valoe Manages
3175551002 Delete ||[DTHF Digis = e HReoringe 5
TS0 Delets |[On Demant =2 ]
Brast) A Trgger
TSI radmonal Settngs o
3TSI0G o Reaume Time o secomds) ||

Ramoe Pobe Section

Busstig
3175551008 Fause Thggess
strsssices T
3yTSSI00 e T Jo—
Eee hédonal Setings
s55000081 At Resume Time insecods: [
5554209982 Remove Policy Seckion | —4
555340998 7 Reconng Py i Ensbied dd Py Section,
555400004
3334202585 Waming: You have unsaved changes in this Recording Pokcy. Delete poficy | Updste Poicy
55540996
ss500087
555400088

3. Select the Pause Triggers Add e e e
Trigger link. S—

(r-2500) e T 05 o) ©

. |

Group Policy Sclection Recording Policy Properties
# § oz Recording Poiicy Secsons
» 1] Employees e | ot ] = E=E==——"1E
4 i Subscribers add Trigger
aTsSsIN Besume Trgges
sTsSsIeL e Veioe Mansges
3175551002 Delete |[DTHF Digis = Ty M Recordngs ]
T oetee | [0 Denand ] Eere—
3TN ed Trigger
SIS0 ddtonal settnge
ATTIIG Huto Resume Time i secmdsk ||
Bemove Plicy Socbon
3TsSsIT
375551008 Fase Trggess
s [me I [ s
317551010 Delete ‘ Ia-Forus Window Toe Text = ‘ ‘ Cal Recordings =)
sssassE AT
Fesume Togges
ool i
S55092 I
seseEs 7 Becurding pokcy i Echied Addpolcy Secton
te )
3954209595 Waming: You have unsaved changes i th Recording Poicy. Delete Policy | Updste Pokicy
555000006
o)
S50
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4. Enter or select the following

information:

e Type —In-Focus Window Title

Text

e Value — Money Merchant

Group Policy Selection
o @ teme]
» 1 Employees
4 [l Subscrbers
aTsSsI000
sUTSENL

e Manages — Screen Recordings i

5. Select the Resume Triggers Add
Trigger link.

6. Enter or select the following

information:

e Type — On Demand

1 March 2017

3175551003
3175551004
3175551005
3175551006
3175551007
3175551008
3175551009
375551010
5554205850
5554200881
5554200000
555420253
5554200884
5554200985
555420985
5554200007
55540558

Scren Reeding Cient | Deskos Notfer | Arcive Tool | Receat At | Quick Str | Change Passwad | Log 087
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[ |
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Add Poicy Secton

Delet Polcy | Update Py

e Manages — Screen Recordings =
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Recoedng Pulcy Secions
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D

(G05.00)Extrn T (15 . o) &)

[ |

Delete [[DTVF Digts =
Delete |[On Demand =

Addtiondl Sesngs.
Auto Resume T (m seconcs ||

Pause Trggers
[7e

Delete ‘ Tn-Focus Window Tile Text =

Resume Trggers
7=

n&k‘hnuv\ald =
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Auko Resume Time (i sconcs: |

¥ Recuing Pulcy s Exabled

‘Warming: You have ursaved changes in this Reroding Pocy.
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7. Click Update Policy.

8. Click OK.

=

s elee |[eFocs Wil Tk Tt ]
31751002 pre—
TN Resame Trggers
3175551004 e [ wee. | o
awTsssions ek | O = B =
3175551006

et |[Ge Demand ] I [E E]
3175351007 i Trigger
R \Additiend Setfings
3173551009 Jats Resume T (n secends): || |
3175551010 Remove Policy Section |
‘5554200990 Pause Triggers |
554200002 ‘eite | In-Focus Window Tl Te = [ | ] ‘ |
5854200003 ¥ Retordng oy 5 rrT——
5554209994
S0 Delete Poicy | Updste Poiiy.
5554209996
5554200097
5554200008
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Example: Editing a recording policy

1. Click the Organization tab and select
Recording Policies.

2. Under the first policy section, enter or
select the following:

e Pause Triggers/Manages — Call
Recordings

e Resume Triggers/Manages — Call
Recordings

3. Click Update Policy.

(GHT-25:80) Eaciern Tim (15 & Camade) &
Wekeme, acne IR
value.
=
Deete |[1n-Focus Window Tl Text =l [ B
A Trigger
Resume Trgoers
[ree | vave. Manages
Dekete | [DTHF Digs. = |\2~ Al Recordings
Saoen hecordings 5]
Add Trigger
Adtend Sttngs |
hat Resume Time (i seconds): ||
Remore polcy Section ||
Pause Trgger: |
Deete || Tt Ted =l I | =l =
¥ Recorting pocy s Enabled A iy Section

[ —
e |vaoe Hanages
peiste |[OTIF Dges = i GlRecring 5]
Delete | In-Focus Window Tk Text =l E [ =l
dd Trgger
Besume Trogers
e [ vaoe Hanages
pelets | [DTHF Dgis = = [ ]
Delete |[0n Demani = [ . =l
dd Trager
hadonal Sett
Auto Resume Time (nseconds | |
Remave policySection ||
Pause Triggers | 1
[t [ e =
.._“mmmu ] IE \| SRRE|
7 fecording Policy s Ensbled ‘Add Policy Section.
Waing: You have unsaved changs i this Reording Poky. Ol Py | Update Py

1 March 2017

Proprietary & Confidential
For Internal Use Only

276



SmartRecord v4.8 — Group Administrator's End User Interface User’s Guide

4. Click OK.

Archive Todl |

(Serm A

(GT-25:00) Exstarn i (05 . Canan) &

e
Deletz | [DTHF Digts = = Gal Recrdings 5]
Deletz. | (Cn Demznd = ( (. =l
Add Trigger
Additienal Settings
et Resume Time (i secends): |
‘Remove Policy Section
Pause Triggers
= o e
Delete. |[In-Focus Window Tle Tedt =l ||V:b-qw I =l |
¥ Recording Pocy i Enabled 244 paliay Section

5. Select the Delete link located next to
the In-Focus Window Title Text Pause
Triggers found under the first policy

section.
6. Click Yes. Scean Rl e | ki e | e To | Recat Al | Qick it | ChamgePeswrd | Log 0]
| Searh... P
:-nmm-r—lm-a-j‘
7 |
3175551008 llnl_v‘:l’-r{mmﬂ (]
3175551008 Femars Py Secton
- = e E=
5554209991 Delete | In-Focus Window Tile Ted = [ ] Ir =1
5554209997 Add Trigger i
5554200903 ¥ Reconing Plicy s Ensed Add Poiicy Sacton
5554209905 Waming: You have nsaved changes in s Recarding Polcy. Delete Policy | Upéate Policy.
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7. Select the Delete link located next to
the On Demand Resume Triggers
found under the first policy section.

8. Click Yes.

9. Under the second policy section, enter
or select the following information:

e Auto Resume Time (in seconds)

—45

‘Screen Rsconding Clest. | Deskiop MotsSier | Archive Tool | RiecertAlrts | Quick Stat | Change Password | Log 0FF

Seach.. B
(GHT05:00) Ester Tame (5. Canacs) |

Vidcome, scme 'ﬁ

‘Screen Reconding Ciest | Deskiop Wotie | Archive ool | Recent Alets | Quick Start | Change Password | Log OFF

(Searh. 2
(G7-05:00) Estern Tane {15 8 Canas) B

Vidcome, scme 'ﬁ

Pz Tiggers
[T

Delete | In-Focus Window Tl Ted =

S Troge:
e

Delete | On Demand =

Addianal Settings
Aty Resame Time (i second): 5|

7 Rexerting Plicy s Enaed

Waming: You kave ansaved changes intis Recording Paic.
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10. Click Update Policy.

11. Click OK. e e e

3175551000 “‘"““E"‘“’ ] |@ ] [E==]
3175551001 Add Trigger
3175551002 Resume Triggers.
3173351003 |'- |"'- |‘"“
7551004 Dekte [T g = | | o Recsdings 2]
3175551005 Add Trigger
[ addtenal Sesnge R
— Jr——
3175551008 e
J— e Tigoes
3175100 = [ [
I et e et = === I ]
S0l S e
. e [ ([P I}
e 7 Recasting pocy is Enabled Py Sactizn
5554209994
Seseaeess muzlliwllﬂnhix|
5554200996
5554209997
5554200008
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Example: Creating a new recording policy from an inherited recording policy

1. Click the Organization tab and select e e e

Recording Policies. P ——

. e
(0 = =0 0 ) . © |

10 b= [ [
5554200000 Delete | Tite Text = | ey e | =
sss20981 R e
- e [ ([ Al
e 7 Recorting pocy i Enabled dd Py Secion
s394
5554200005 onite Py | Updte Py
5554209995
ss34209097
5554200008

2. Click Subscribers and select the e 5t Dot i Tl R | 8t G P 08
———

subscriber for which you wish to - e
create a new recording policy. . — [ © |

Additonal Scttngs

Fause Trggers
[7we [veie
Delete ‘Jn&ms\u.-mwr«, 2 ‘ Monzy Mardh:
Resume Trgoers =
[we [vae
Delete ‘-:n Demand = Screen Recordngs 5 =
¥ Resarding Pocy s Enabled Copy inherited Recoding Policy | Block Recording Policy inheritance.

5554200005

5554209995
5554209997
555400008

3. Select the Copy Inherited Recording e e o

Policy link. S ————
[ e | s [ e | e | et [ . © |

Organzaion  Subscribers  Users  Recording Policies

Group Policy Selection Reconding Poicy Properties
4 4 acme Recoring Poly Sechoss
> Employees Pauce Trggers -
o g Subscrvers 7= vt | Harages
3175351000 Dedeie | T Digts ] | =
a17sssion AddTrgger
002 Resume Tiggers
003 |rvee = [
00 Dekete | [T Digts ] IS =
005 A Trgger

o0 Addtona Setngs o
- i Reume Tane (< secende): ||
Remove Poley Secton
008
- Pause Trggers
- e e
J— Dekte | Title Text | {[Paney Merchant | =
e
S55400031
Resume T
s B = == il
s ¥ Recorting Pocy s Eabled dd Py Sction
555400004
e Warring: You have unsaved changes in this Recueding Polcy Delete Policy | Update Polior
5554200005
5554200007
5554200938
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4. Enter or select the following

information for the first resume trigger:

e Type — On Demand

5. Select the Remove Policy Section
link under the second policy section.

6. Click Yes.

et | P W T Tt =

Basume Trogers
e

" neconting polcy s Enatied

SRS Waming: Yos bare unsaved changes i this Recordng Pokcy.

‘Screen Reconding Chest | Deskiop Wotie | Arckive Tool | Recent Alerts | Quick Start | Change Password | Log 0FF

At Resame Time (n seconés): |

31755008 ¥ Reconding Plicy i Ensbled

S5542099%0 Wening: You bave snsaved changes n tis Recorcing Plic.

5554200008
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7. Click Update Policy.

8. Click OK. e
(s B
(GHT-05:00) Exstrn Tie (U5 . Camada) &)
+ e Recording Polcy Sectons.
b [ Employees: Parse Toggess H
S | ——
peie | (DT DsE [ Recrings =
. = e e
27SSS10M Delete “nnn—l = Il ] | o Recsdings 2] )
ITSSL006 Addiiond Setigs
[—— Ao Resume Time n second]: ||
3TSII008 fmmettytin |
ot ¥ mzcunding polcy s Ensbled 844 Pk Saction
3175551010 R ——
EEr
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Example: Enabling/disabling a recording policy

1. Click the Organization tab and select

Recording Policies.

2. Click in the Recording Policy is
Enabled option box.

3. Click Update Policy.

‘Screen Recording Chnt | Deskiop Notfe | Archive ool | Recent et | Quick Star | Change Password | Log 08

e B
(GHT-85:00) ashern T 15 & Camade) &
Welsome, scme
Group Palicy Slecton Recording Polcy Properties
4 tE Recacding Pokicy Sectioas.
» 0 Empee Pause Tragers
o i Subscibers [ee [vane [ amages
e ‘ Deste “l’"ﬂiﬁ! = “m 1' ]
7SS0, Rid Tegger
1710 Resume Toggers
3171008 e vaie e
ITSISI0M Delete | [DTHF Digts = ‘@ ‘Hlunin‘ ]
3751005 RidTegger
175551005 Addtend Sengs
JR—— Auto Resume Tme (i secandek: |
Remove Poiy Section
1751008
7SS Feuse g
175G [owe [ vae 1_ |
JE— e | P Wi T8 et = = [ =l |
dd Trgger
Resume Teggers |
i )|
S ¥ Recuting puicy s Exabled Ak Policy Section
SS9
531000095 Delete iy | “-HEHH‘
SS9
SS5209997
SS90

Waming: Yos bare unsaved changes i this Recordng Pokcy.
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4. Select OK. : - ‘

- o Resume Time (n seconds: |

Remave PolicySection
a1
strsssioes P T
a1sssI00 [t e [Monsger
. et | P W e Tt = | ey Herchare | I -]

S pontl
5554203981 it

Resume Tggers

i e e =
i T Rending Pk s Ematied AddBoly Secion
sssua0e
sssa00ess Delee Pocy | Update olicy
s55e205556
sssa057
S5

5. Click in the Recording Policy is
Enabled option box.

- At Resume Time (in secnnds): ||

Remove Palcy Section
3T
s1sss008 Fasse Thggess
3175551010 [1we voe !n—-s
s I
[ et | Focs W e Tt ] eowr ] | 5]
2T
5550200081 o=
Fesume Trggers
i [ e I e
ssenee 7 Recaning Plcy i Ensied A Py Secion
555000004
3554209995 Waming: You have unsaved changes i this Recording Palicy. Delebe Pokicy | Update Policy
5554200086
355400087
S5540958

6. Click Update Policy.
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7. Se|eCt OK ‘Screen Racoding et | Destn Motsier | Arcive Tol | RecantAlerts | uick st | g Bassward | Log OFF
Searh... Pl
(GMT-15:00) Estar Tame (058 Canacs) O
[ e [ seontos [ rewee | s | e | rmeen| |
Group Pobcy Selection Recorting Policy Properties
o Qe Recuding Poicy Secins
» | Employess Pause Triggers -
+ i Subscibers |1e [vaue | asages
awrsssIon Dot | oiF g ] = ==
31TsssI0 A Trgger
a1sssI00 e Tiggers
1TSS |ree v | arages
3175551004 Delete | DTHF Digits =l |z | all Recordngs =]
3175551005 Add Trigger
175551006 Addigonal Seffings o
JR— At Resame Time i seconds): || R
I1TsSI08
3175551009 Fause Thagers
s e = ==
P — Delete | In-Focus Window Tae Tet = | Monzy Merchant | =)
= Resume Triggers: e
i e e [ Maras k|
R ¥ Reconding Poicy & Enabled Add Pelicy Seckion
5554209384
e Deletz Polcy | Update Polcy
5554209996
5554200097
5554200998
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Example: Deleting a recording policy

1. Click the Organization tab and select

| Arcii | Recert Alerts | Qe | Log OFF |
Recording Policies. P——

. © |

2. Select the Delete Policy link.

3. Select Yes.
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4. Select OK. ‘Screen Reconding Clent | Desktop atifier | Archive Tool | Recent Alerts unmnnu-,evmm Leg O

P

[CUTT P ———

(o e s e ey ...

Group Policy Sefection Recording Policy Properties
4 Qeme Recuting Poicy Secouns
. E e This Group doze n cumently have zny Recseding Pulises defined. £
4 W Sebscrbers You czn begn the process of creating a new Recording Policy forthis Group by clicking the "Add Policy Secton” lnk belom.
3175551000
3700 Sl
3175551002
3175551003
3175551004
3175551005
3175551006
37007
3175551008

3175551009
37SS51010
5554200990
S554209991
5554200992
5554209953
5354200984
5554200035
555420999
5554208997
5554209935
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Screen Recording Client

The Screen Recording Client is an external application that captures the call handler's desktop and
records the actions taken by them in order to satisfy their customer call. In order to access the screen
recording functionality, the user must first download the client and then must have access, via the

application features, to the functionality.

Example: Downloading the Screen Recording Client

1. Click the Screen Recording Client
link.

2. Double click on the
ClientRecorderSetupx32.exe file.
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3. Select the defaults for each screen in

the wizard.
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Desktop Notifier

The Desktop Natifier is an external application that

allows the User to receive automated notifications of

new incoming alerts. It then picks up on what call the alert is associated with, and enables you to

playback the call, associate a category with the cal
comments for the call.

I, save the call (if it is still in progress), and write up

Note: When using Windows 8, you must run Desktop Notifier as an administrator.

The following describes how to download the Desk

top Notifier via the End User Interface. For information

about how to use the application, refer to the Desktop Notifier Online Help found within the application.

Example: Downloading the Desktop Notifie

r

1. Click the Desktop Notifier link.

1
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3. Click Run.

4. Select the defaults for each screen in
the wizard.
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Archive Tool

The Archive Tool allows users to archive call recordings to ISO images. These image files can be burned

to CD/DVD at the convenience of the user.

The following describes how to download the Archive Tool via the End User Interface. For information
about how to use the application, refer to the Archiving Quick Start Guide found in the online help.

For more information on how to configure the Archive Tool, open the Archive ISO Image tool and click the

Documentation tab.

Example: Downloading the Archive Tool
1. Click the Archive Tool link.

2. Click Run.
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3. Click Run.

4. Select the defaults for each screen in
the wizard.
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Passwords

Group Administrators are created in the Administrative Interface by the Administrator or Provider. The
Administrator or Provider assigns the Group Administrator a user name during the creation process. Once
the new Group Administrator is added, the application will automatically email a temporary password.
Group Administrators logging in for the first time will be redirected to the expired password dialog to reset
the password to something more meaningful and within the company’s rules for a valid password. The
rules for a valid password are displayed as text on the expired password dialog. The dialog will also
display a message identifying the strength of the selected password. It is encouraged that all passwords
meet the Excellent strength level. Strong vs. Weak passwords are described by the following:

e Weak password - no password at all; contains your user name, real name, or company name; or
contains a complete dictionary word

e Strong password - at least seven characters long; does not contain dictionary words, letter or
number sequences, usernames, relative or pet names, romantic links, or biographical information;
does not contain a complete dictionary word; is significantly different from previous passwords;
contains a combination of uppercase, lowercase, numerical, and symbol characters; and is not
the same password used for multiple sites or purposes

By default, passwords are set to expire 90 days after the date of the last password change. During
installation and configuration of the call recorder, your System’s Engineer has the option to pick a
timeframe other than 90 days or to set the value so that passwords never expire. On the day the
password is set to expire, when logging in you will be redirected to the expired password dialog to reset
the password.

In the event a user forgets their password, they can come to the Group Administrator at which time their
password can be reset from the User Maintenance screen. The application will automatically email them a
temporary password. Upon logging in, users will be redirected to the expired password dialog to reset
their passwords.

Note: To complete this use case, you must have a Group Administrator or User account created with the
email address assigned to you.

Example: Changing your password

1. Click the Change Password link.
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2. Enter the following information:

e Old Password — enter your old
password

e Password — enter your new
password

e Confirm — enter your new
password again

3. Click Submit to save your new
password.

i Are you sure you want to update your pessword? |
] o ]

4. Click OK to accept the confirmation
message.
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Example: Changing an expired password

On the day the password is set to expire, when logging in you will be redirected to the expired password
dialog to reset the password before you can proceed any further. There will not be any previous warnings.

1. Enter the following information:
Your Password Has Expired

e Old Password — enter your old
password

Old Password:

New Password:
e Password — enter your new Confim:
password

Submit

e Confirm — enter your new
password again

Note: Passwords are case
sensitive.

2. Click Submit to save your new
password. Your Password Has Expired
Cld Password: [yaanen
New Passhorc: [yaanee
Confim; “u"‘
Submit
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Search

The Search feature allows you to search any part of the call record (Number, Duration, Time, Comments,
etc.) on the Recorded Calls screen in order to find a specific call record. For example: if there are 10
pages of recorded call files on the Recorded Calls screen and you need to find a specific call record that
you know has a comment associated with it that has the word training in it, you can search for that word
to find that call record. You can also use a wild card (%) to replace part of the word or number for which

you are searching.

Example: Searching call records
1. Click the Recorded Calls tab.

2. Select arecorded call file and click on
the “&*.
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3. Enter the following information:

e Comment—-This call is to be
used for training.

4, Click Save.

5. Type the word training in the Search

field.
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6. Click View search results.

7. Click on the @ button.

8. Click Close.
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9. Click in the Search field.

10. Select Clear.
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Time Zones

The call recording application has 85 standard preloaded time zones. When applied, time zones affect all

aspects of the application.

Example: Changing time zones
1. Click the Recorded Calls tab.

2. Click on the time zone link and select
the following from the drop down
menu:

e Time Zone — (GMT -03:30)
Newfoundland
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3. Click Save. Notice that the time and
date (if applicable) change on the
Recorded Calls screen.

4. Click on the time zone link and select
the following from the drop down
menu:

e Time Zone — (GMT +10:00)
Brishane

5. Click Save. Notice that the time and
date (if applicable) change on the
Recorded Calls screen.
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6. Click on the time zone link and select
the following from the drop down
menu:

e Time Zone — (GMT -06:00)
Central Time (US & Canada)

7. Click Save. Notice that the time and
date (if applicable) change on the
Recorded Calls screen.
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FTP

Group Administrators can be allowed access to their recording files (call and screen recordings) via FTP.
When adding a new Administrator, Provider, or Group there is an option to give them FTP access from
the Profile tab.

Selecting the FTP Access option box will open an FTP connection to the system to download any audio
or video files that belong to any User’s that they have created. For example: when creating a Group in the
Administrative Interface, a Storage Path and Storage Limit can be selected in relation to recording.
Recordings are saved to the identified Storage Path for the identified number of days or gigabytes. Once
you reach your allocated Storage Limit, recordings stored in the application will automatically be deleted
by the application in order of oldest to newest. The application notifies you three days prior to when the
deletion process will occur. This gives you the opportunity to download, via FTP, the recordings to be
deleted to a permanent directory at your location. Downloaded recorded calls contain all call tags (with
the exception of comments) and can be viewed or played back just as easily as calls in the application.
Downloaded videos can be played back as well. They will not contain the call recording; that will have to
be located separately.

Example: Downloading recordings using FTP

Note: The call recorder’s FTP service must be the only FTP service on the host server in order for it to
work correctly.

1. Open an Internet session using an IE ot C:\WINDOWS system32\cmd.exe

or Firefox browser and enter the FTP Microsoft Windows RP [Uersion 5.1.2680]
(C) Copyright 1985-2081 Microsoft Corp.

URL or open a command prompt
diak-)g_ It is also possible to use many C:\Documents and Settings\EFink>
of the popular client tools to download
recorded files via FTP.

For the purposes of this use case, we
will use the command prompt dialog.

2. Log onto the server that houses the o C\WINDOWS\system32\cmd.exe - ftp

call recording application or where - is it
: \Documents and Settings\EFink>ft
your recordings are stored. Fepd open IN-ZAS-HMPSTORE !
Connected to IN-2KB-HMPSTORE.ctigroup.com.
220 192.168.31.41:21 Smart Record FTP Server ready.
lser C(IN-2K8-HMPSTORE.ctigroup.com:(none)): elizaheth
331 User elizabeth okay, need password.
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3. Go to the directory that contains the
recordings that you wish to download
or delete.

1 March 2017

ot C:\WINDOWS \system32\cmd.exe - ftp
331 User t2 okay. need password.

200 Put't comnand okay. 192.168.31.151:1945

158 Opening data connection.

deuxe-xr-x 2 user tenant B Dec 11 21:47 To-Be-Deleted
deuxe-xr-x 2 user tenant B Dec 11 21:47 Annotations
deuxr—xr-x 2 user tenant B Dec 11 BA:0@ 29A8-12-11

226 Mame list completed.

ftp: 168 hytes veceived in @.31%econds @.51Khytes/sec.
ftp> cd 2088-12-11

250 "/2008-12-11/" is new cud.

ftp) s

200 Port command okay. 192.168.31.151:1955

150 Opening data connection.
20081.211204150-2145554883-8475555004-198-10370@. 163700 np3
20081211202225-2145554818-3172624556-197-102666 . 182666 .mp3
20081211200447-21455540108-3172624556-196-102665 . 102665 .mp3
20081211180153-2145554003-911441254291500-190-100004. iﬂﬂﬂl'i np3
20081211171521-2145554083-8 475555004189 -100603 . 10A6A3 .np3
226 Mame list completed.

ftp: 385 hytes veceived in @.365econds @.85Khytes/sec.
ftp)
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