
 

SECTION: Operations 

ID NO.: OPI-9-103 

PAGE: 1 of 15 

ISSUE DATE: July 6, 2015 

ISSUE.REVISION: 1.2 

REVISION DATE: June 19, 2018 

APPROVED BY: IT Authority  

 

 

 

Operations Process Instruction Manual 

Business Continuity - Exchanging Recipient and Donor Data with Canadian 
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Policy: 

 
Canadian Blood Services (CBS) maintains two registries related to potential organ transplant 
recipients.  The first is the National Organ Waitlist (NOW). The NOW provides a single system of 
record for identifying Canadian patients waiting for transplants and is used primarily for the 
identification of potential recipients of deceased donor organs. The availability of the NOW is critical 
to support sharing of organs between provinces.   The second is the Highly Sensitized Patient (HSP) 
Registry.  The HSP Registry is used to support national sharing of kidneys for highly sensitized 
patients on local kidney wait lists. TGLN’s TOTAL database is connected to the CBS Canadian 
Transplant Registry (CTR) database and exchanges data including uploading Ontario high status 
recipient listings  and HSP data, downloading out of province high status  recipient listings and HSP 
data, obtaining the NOW, and uploading and downloading donor data to support sharing of organs 
between provinces.  

 
On some occasions the link between the two systems is disrupted (either by a system outage or 
access issue) which may necessitate action by TGLN’s Information Technology (IT) department and 
a Manual Clinical Process to CBS’s 24/7 support line for the Clinical Services Coordinator (CSC) to 
carry out the activities that would otherwise be done electronically. 
 
CBS will inform TGLN a minimum of 4 weeks prior to a planned shutdown of CTR for maintenance.  
TGLN ServiceDesk will then inform all TOTAL users of the planned shutdown of CTR via email 
notification.  The first email is sent out 7 days prior to the planned maintenance.  The second email is 
a reminder notice that is sent out the day of the planned shutdown. Once ServiceDesk receives 
notification from CBS that the CTR application is back up and running, ServiceDesk then sends out 
an email to all TOTAL users, notifying them that the CTR system maintenance has been completed 
and the system is now available.  The clinical process described in this document for each action is 
used until the maintenance is complete. 
 
This document provides a framework and guidelines for business continuity procedures should access 
be disrupted through the automated interfaces connecting TGLN and CBS Systems; 
iTransplant/TOTAL and the CTR. 
 
For the purposes of this document, the TGLN IT Support may be the TGLN ServiceDesk or TGLN  
Application Support. 
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Process: 

 
1. This process instruction is organized into four sections.  The first section titled “Error/Warning  

Notification” provides a description of how a CSC will be notified that an error/warning has 
occurred and outlines the steps required resolve the error/warning.  The second section titled 
“Planned and Unplanned Outages: Clinical Process” details the steps the CSC will take to 
manually exchange data with CTR while the error/warning is being rectified by TGLN IT Support 
and/or CBS.  The third section titled “Planned and Unplanned Outages: IT Process” details the 
steps TGLN IT Support will undertake to rectify the error/warning.  The fourth section titled 
“Planned and Unplanned Outages: Post Error/Warning Review” describes the routine steps 
undertaken prior to, during and following a TOTAL and/or CTR outage 
 

Error/Warning Notification 
 

2. TOTAL alerts the CSC with an error/warning notification (either on-screen or email message) 
when there is a failed connection between TOTAL and CTR. The alert may be triggered when  
attempting to run an allocation , updating a donor record in TOTAL, updating a recipient listing in 
TOTAL for heart, liver or kidney, or during planned or unplanned downtime of CTR. 
 

3. Email error/warning messages that can normally be resolved by the CSC are sent by TOTAL to 
the CTR Alert mailbox (using a forwarding rule on the Clinical Services mailbox) with the subject 
line “URGENT: TOTAL Data Exchange Error”.  This email alert will also be forwarded to the 
Email2Phone service which will initiate a phone call to the PRC CSC telephone line.  CBS may 
also send system outage messages to this mailbox.  It is the CSC Team Lead’s responsibility to 
check this mailbox at least once per shift for error/warning messages and for ensuring the error 
warning messages are resolved. Directions outlining the resolution process for error/warning 
messages received by the CSC are outlined in Module 10 (TOTAL Urgent Email Alerts) of the 
TOTAL manual. Escalation to TGLN IT Support and PRC Organ-Manager should occur for any 
errors that cannot be resolved by the directions outlined in Module 10 of the TOTAL manual 
 

4. Email error / warning messages requiring TGLN IT Support are sent by Total to the TGLN 
Application Support mailbox with the subject line “URGENT: TOTAL Data Exchange Error”.  After 
hours, these email alerts will also be forwarded to the TGLN Application Development On-Call 
support line.  It is a TLGN Application Support responsibility to notify the CSC about errors that 
could impact allocation and/or recipient listings. Directions outlining the resolution process for 
error/warning messages received by TGLN Application Support are outlined in Module 10 (TOTAL 
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Urgent E-mail Alerts) of the TOTAL manual. Escalation to the PRC Organ-Manager should occur 
by the directions outlines in Module 10 of the TOTAL manual. 

 

Planned and Unplanned Outages: Clinical Process 
 
5. During a planned outage of the CTR, the CSC does not contact TGLN IT Support and should 

avoid running heart, liver and kidney allocations during the outage if possible.  During an outage 
(planned or unplanned), the following services normally facilitated through the data exchange will 
be affected: 

 HSP kidney matching 

 downloading and uploading of high status liver and heart recipients 

 updates to the CTR Now Waitlist 

 HLA antibody updates 
 

6. During planned and unplanned outages, CTR Customer Support will work with TGLN to support 
business continuity clinical services such as: 

 providing a list of high status out -of -province recipients for liver and heart allocation 

 initiate running an HSP allocation 

 providing a copy of the National Organ Waitlist (NOW) as necessary 

 manually registering a new deceased donor in CTR 

 manually registering a new high status in CTR 

 manually changing the medical status of a high status recipient in CTR  
 

7. If requested by the CTR Customer Support on-call representative, the CSC provides the following 
security information to verify their identification: 

 first/last name 

 location 

 answer to predetermined challenge question S:\Provincial Resource Centre\CCDT & NDD 
Criteria\CBS NOW Wait List\Password.txt). 
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Liver and Heart Allocation  

 
8. For  allocation of liver and/or heart during a planned/unplanned CTR outage or unexpected error, 

high status recipients may not appear correctly on the allocation report.  The CSC will need to:  
 

8.1. Call CTR 24/7 Customer Support line and request a copy of the “back-up version” of the 
NOW so that the allocation of liver and/or heart can proceed. 

 

8.2. Compare the copy of the NOW with the list of high status patients in the TOTAL database or 
their allocation report to identify patients not listed in TOTAL. 

 

8.3. Manually register each out-of province (OOP) high status recipient  not already in TOTAL 
and  enter in the corresponding National Recipient ID (CTR#). 

 

8.4. Have a second CSC co-sign the entry being made from the “back-up version” of the NOW 
and  upload the “back up version” of the NOW into the donor chart in iTransplant. 

 

8.5. Re-run allocations. 
 

8.6. Click “OK” to proceed with allocation when the “CTR download  failure” notice is presented. 
 

Kidney Allocation 
 
9. For kindey allocation during a planned or unplanned CTR outage, HSP kidney matching will not 

be possible.  If the planned system outage is expected to last more than 2hrs and/or allocation 
cannot wait till the system comes back online, the CSC will proceed to allocate the provincial 
kidney within the province. 

 
10. For kidney allocation during an unplanned TOTAL outage, data from the Ontario donor (e.g. ABO, 

height, weight, human leukocyte antigen (HLA) typing, DOB, ECD status, Donor type, Consent, 
serology) may be manually entered into CTR by a CTR Customer Support representative/or 
Ontario HLA lab tech so that an HSP allocation can be run manually in CTR.  The CSC will request 
a copy of the VxM negative list of HSP recipients from CBS and will incorporate this manual list 
into the TOTAL generated provincial kidney allocation report for kidney allocation. 
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Donor 
 
11. During an unplanned TOTAL outage or for any error/warning messages signifying a loss in 

connection between CTR and TOTAL, the CSC will work in collaboration with TGLN IT Support 
to manually register the donor in CTR. 
 

12. If the TOTAL system outage is expected to last more than 2 hrs and/or allocation cannot wait until 
the system comes back online, the CSC will need to complete the following: 
 

12.1. The CSC will contact CTR Customer Support to notify them of the local outage and request 
assistance in registering the Ontario deceased donor manually in the CTR. The CSC will 
enter the required fields in the CTR Form “LOCAL OUTAGE – Data Sheet for Manually 
Recording a New Deceased Donor” (See Exhibit 1) and sends it to CTR Customer 
Support. 
 

12.2. The CSC will request HLA lab assistance with the HLA typing sections of the form. 
 

12.3. CTR customer service creates the  new donor record and sends  a written confirmation to 
the CSC. CTR Customer Support will also notify them of the CTD number. 

 

12.4. The CSC reviews and approves the change.  If correct, signs, dates and returns via email or 
fax. 

 

12.5. The CSC will provide the CTD number to TGLN Application Support once known. 
 

Recipient 

 
13. During an unplanned TOTAL outage or for error/warning messages signifying a loss in connection 

between CTR and TOTAL, the CSC will work in collaboration with TGLN Application Support and 
CTR Customer Support to manually enter or update recipient data in the CTR. 
 

14. If the TOTAL system outage is expected to last more than 2 hrs and/or recipient updates cannot 
wait until the system comes back online, the CSC will contact CTR Customer Support to notify 
them of the local outage and request assistance in updating or entering the recipient information 
manually in the CTR. 

 

14.1. For changes related to changing donor acceptance criteria (Age, Weight, Height), the CSC 
will complete the CTR Form “Updating Donor Acceptance Criteria” section of the “CTR 
Customer Support – Web Services Update Request Form”. (See Exhibit 2).  
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14.2. For error/warning messages related to a failed exchange of a high status recipient medical 

status update to CTR, the CSC will contact CTR Customer Support and request assistance 
in changing their medical status. This step is only required for heart recipients (4, 4S) and 
liver recipients (3F, 4F). The CSC completes the CTR form “DWL Recipient Record – 
Urgent Status Update” (See Exhibit 3), indicating the new medical status. The CSC will 
send the form to CTR and verify that it was received. 

 

14.3. For For error/warning messages related to a failed exchange of a new listing for a high status 
recipient to CTR, the CSC will contact CTR Customer Support and request assistance in 
creating a new listing. This step is only required for heart recipients (4, 4S) and liver 
recipients (3F, 4F). The CSC completes the CTR form “DWL Recipient Record – New 
Urgent Status Recipient” (See Exhibit 4), indicating the new high status listing. The CSC 
will send the form to CTR and verify that it was received. The CSC will provide the CTR 
number to TGLN Application Support once known. 

 

14.4. For error/warning messages related to a failed exchange of a new non-high status recipient 
to CTR, the CSC will contact CTR Customer Support and request assistance in creating a 
new listing. The CSC completes the CTR form “LOCAL OUTAGE - Data Sheet for 
Manually Recording a New Recipient Record” (See Exhibit 5), indicating the new non-
urgent listing.  The CSC will send the form to CTR and verify that it was received. The CSC 
will provide the CTR number to TGLN Application Support once known. 

 
Planned and Unplanned Outages: IT Process 

 
15. TGLN IT Support, will inform all TOTAL users of the planned shutdown of CTR via email 

notification. For planned outages, the first email is sent out 7 days prior to the planned 
maintenance. The second email is a reminder notice that is sent out the day of the planned 
shutdown. Once TGLN IT Support receives notification from CBS that the CTR application is back 
up and running, another e-mail is sent out  to all TOTAL users, notifying them that the CTR system 
maintenance has been completed and the system is now available. Refer to Exhibit 6 (planned 
outage email notification).  
 

16. For unplanned outages, the first email is sent out upon TGLN IT Support being notified of the 
unplanned outage.  Once TGLN IT Support receives notification from CBS that the CTR 
application is back up and running, another email is sent out to all TOTAL users, notifying them 
that the CTR system is now available.  Refer to Exhibit 7 (unplanned outage email notification). 
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17. Problems escalated to TGLN IT Support for resolution will be resolved by either TGLN Application 

Support (TOTAL or CTR related) or ServiceDesk(Network related). 
 

18. TGLN ServiceDesk determines whether or not the cause of the problem is related to an internet 
outage, firewall issue or hardware issue. 
 

19. TGLN ServiceDesk transfers the problem to TGLN Application Support for issues related to 
TOTAL that are not network related for resolution. 
 

20. If  Application Support determines the issue is not  a TOTAL/TGLN issue, they contact Canadian 
Blood Services Customer Support (CBSCS) to have the problem investigated.  CBSCS informs 
TGLN IT Support when the problem has been resolved. 
 

21. If TGLN is working to resolve an issue TOTAL/TGLN related, TGLN IT Support provides hourly 
updates to the CSC and Manager On-Call (MOC) during this process.  Once the issue is resolved, 
TGLN IT Support informs the CSC on how to proceed.  If case activity is affected by the outage 
and/or error, the MOC notifies the Administrator on Call (AOC) of the situation. 
 

22. For unresolved issues related to TOTAL, TGLN IT Support informs CBSCS that the problem has 
not been resolved.  CBSCS continues to investigate the problem.  TGLN IT Support  provides 
hourly updates to the CSC and MOC during this process. Once the issue is resolved, TLGN IT 
Support informs the CSC on how to proceed. If case activity is affected by the outage and/or 
error, the MOC notifies the AOC of the situation.  
 

Planned and Unplanned Outages: Post Error/Warning Review 
 

23. Upon ServiceDesk notifying all TOTAL users that the CTR application is back up and running, 
TGLN’s Application Support will execute a sanity test to ensure that the data exchange between 
TOTAL and CTR is functioning as expected. Application Support will then manually trigger a re-
run of all of the jobs in the data exchange queue.  
 

Note: During unplanned outages, if the CTR application comes back up outside of regular 
business hours, ServiceDesk also calls Application Support to notify them. Upon receiving the 
notification via phone call, Application Support will then manually trigger a re-run of all of the jobs 
in the data exchange queue. 
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Records: 

 

Record Name 
Form No.  
(if applicable) 

Record Holder Record Location 
Record  
Retention Time  
(as a minimum) 

National Organ 
Waitlist 

- PRC PRC 16 years 

 

 

 No References 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

References: 
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Exhibit 1: LOCAL OUTAGE – Data Sheet for Manually Recording a New Deceased Donor 
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Exhibit 2: “Updating Donor Acceptance Criteria” section of the “CTR Customer Support – 
Web Services Update Request Form” 
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Exhibit 3: DWL Recipient Record – Urgent Status Update 
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Exhibit 4: DWL Recipient Record – New Urgent Status Recipient 
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Exhibit 5: LOCAL OUTAGE - Data Sheet for Manually Recording a New Recipient Record 
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Exhibit 6: Planned Outage Email Notification 
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Exhibit 7: Unplanned Outage Email Notification 
 

 


